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The vCenter Server contains a denial-of-service vulnerability due to improper XML entity parsing. A malicious actor with noi
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Vmware Cloud Foundation All All All All
Vmware Vcenter Server 6.5 - All All
Vmware Vcenter Server 6.5 a All All
Vmware Vcenter Server 6.5 b All All
Vmware Vcenter Server 6.5 c All All
Vmware Vcenter Server 6.5 d All All
Vmware Vcenter Server 6.5 e All All
Vmware Vcenter Server 6.5 f All All
Vmware Vcenter Server 6.5 update1 All All
Vmware Vcenter Server 6.5 update1b All All
Vmware Vcenter Server 6.5 updateic All All
Vmware Vcenter Server 6.5 updatei1d All All
Vmware Vcenter Server 6.5 updateie All All
Vmware Vcenter Server 6.5 updateig All All
Vmware Vcenter Server 6.5 update2 All All
Vmware Vcenter Server 6.5 update2b All All
Vmware Vcenter Server 6.5 update2c All All
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Application Vmware Vcenter Server 7.0 update2 All All

Application Vmware Vcenter Server 7.0 update2a All All
Application Vmware Vcenter Server 7.0 update2b All All
Reference Source Link Tags
VMSA-2021-0020 MISC www.vmware.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

216265 VMware vCenter Server 7.0 Update 7.0 U2c (VMSA-2021-0020)
216266 VMware vCenter Server 6.7 Update 6.7 U30 (VMSA-2021-0020)

216267 VMware vCenter Server 6.5 Update 6.5 U3q (VMSA-2021-0020)
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