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Summary

CVE CVE-2021-21995

State PUBLIC

Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-07-13 19:15:00 UTC

Updated 2022-06-02 19:17:00 UTC

Description OpenSLP as used in ESXi has a denial-of-service vulnerability due a heap out-of-bounds read issue. A malicious actor with network access to port 427 on ESXi may be able to trigger a heap out-of-bounds read in OpenSLP service resulting in a denial-of-service condition.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Vmware Cloud Foundation All All All All

Operating System Vmware Cloud Foundation All All All All

Operating System Vmware Esxi All All All All

Operating System Vmware Esxi 6.5 - All All

Operating System Vmware Esxi 6.5 650-201701001 All All

Operating System Vmware Esxi 6.5 650-201703001 All All

Operating System Vmware Esxi 6.5 650-201703002 All All

Operating System Vmware Esxi 6.5 650-201704001 All All

Operating System Vmware Esxi 6.5 650-201707101 All All

Operating System Vmware Esxi 6.5 650-201707102 All All

Operating System Vmware Esxi 6.5 650-201707103 All All

Operating System Vmware Esxi 6.5 650-201707201 All All

Operating System Vmware Esxi 6.5 650-201707202 All All

Operating System Vmware Esxi 6.5 650-201707203 All All

Operating System Vmware Esxi 6.5 650-201707204 All All

Operating System Vmware Esxi 6.5 650-201707205 All All

Operating System Vmware Esxi 6.5 650-201707206 All All
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Operating System Vmware Esxi 6.5 650-201707206 All All

Operating System Vmware Esxi 6.5 650-201707207 All All

Operating System Vmware Esxi 6.5 650-201707208 All All

Operating System Vmware Esxi 6.5 650-201707209 All All

Operating System Vmware Esxi 6.5 650-201707210 All All

Operating System Vmware Esxi 6.5 650-201707211 All All

Operating System Vmware Esxi 6.5 650-201707212 All All

Operating System Vmware Esxi 6.5 650-201707213 All All

Operating System Vmware Esxi 6.5 650-201707214 All All

Operating System Vmware Esxi 6.5 650-201707215 All All

Operating System Vmware Esxi 6.5 650-201707216 All All

Operating System Vmware Esxi 6.5 650-201707217 All All

Operating System Vmware Esxi 6.5 650-201707218 All All

Operating System Vmware Esxi 6.5 650-201707219 All All

Operating System Vmware Esxi 6.5 650-201707220 All All

Operating System Vmware Esxi 6.5 650-201707221 All All

Operating System Vmware Esxi 6.5 650-201710001 All All
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216262 VMware ESXi 6.7 Patch Release ESXi670-202103101-SG Missing (VMSA-2021-0014)

216263 VMware ESXi 7.0 Patch Release ESXi70U2-17630552 Missing (VMSA-2021-0014)

216264 VMware ESXi 6.5 Patch Release ESXi650-202107401-SG Missing (VMSA-2021-0014)
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