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Summary

CVE CVE-2021-22060

State PUBLIC

Assigner security@vmware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-10 14:10:00 UTC

Updated 2022-05-13 15:52:00 UTC

Description In Spring Framework versions 5.3.0 - 5.3.13, 5.2.0 - 5.2.18, and older unsupported versions, it is possible for a user to provide malicious input to cause the insertion of additional log entries. This is a follow-up to CVE-2021-22096 that protects against additional types of input and in more places of the Spring Framework codebase.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Communications Cloud Native Core Console 1.9.0 All All All

Application Oracle Communications Cloud Native Core Service Communication Proxy 1.15.0 All All All

Application Vmware Spring Framework All All All All

Application Vmware Spring Framework All All All All

References

Reference Source Link

Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com

CVE-2021-22060: Additional Log Injection in Spring Framework (follow-up to CVE-2021-22096) | Security | VMware Tanzu MISC tanzu.vmware.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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