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State PUBLIC
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Source Priority CVE Program / NVD first with legacy fallback
Published 2021-02-23 19:15:00 UTC
Updated 2023-11-07 03:30:00 UTC

Description Spring Security 5.4.x prior to 5.4.4, 5.3.x prior to 5.3.8.RELEASE, 5.2.x prior to 5.2.9.RELEASE, and older unsupported ver
‘ i

/ |

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application  Oracle Communications Element Manager All All All All
Application  Oracle Communications Interactive Session Recorder 6.3 All All All
Application  Oracle Communications Interactive Session Recorder 6.4 All All All
Application  Oracle Communications Unified Inventory Management 7.441 All All All
Application  Oracle Hospitality Cruise Shipboard Property Management System  20.1.0 All All All
Application  Oracle Insurance Policy Administration 11.2.0 All All All
Application  Oracle Insurance Policy Administration 11.3.0 All All All
Application  Oracle Mysql Enterprise Monitor All All All All
Application  Pivotal Software  Spring Security All All All All
Application  Pivotal Software  Spring Security All All All All
Application  Vmware Spring Security All All All All
Reference

[portals-pluto-dev] 20210623 [jira] [Closed] (PLUTO-786) Upgrade to version Spring Framework 5.3.7 and Spring Security 5.5.0 due to CVE-2
oss-security - Vulnerability in Jenkins
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Pony Mail!

[portals-pluto-dev] 20210714 [jira] [Updated] (PLUTO-786) Upgrade to version Spring Framework 5.3.7 and Spring Security 5.5.1 due to CVE-
[portals-pluto-scm] 20210623 [portals-pluto] branch master updated: PLUTO-786 Upgrade to version Spring Framework 5.3.7 and Spring Sec
[nifi-issues] 20210510 [GitHub] [nifi] exceptionfactory opened a new pull request #5066: NIFI-8502 Upgrade Spring Framework to 5.3.6

Pony Mail!

[portals-pluto-scm] 20210714 [portals-pluto] branch master updated: PLUTO-786 Upgrade to version Spring Framework 5.3.7 and Spring Sec
[portals-pluto-dev] 20210714 [jira] [Reopened] (PLUTO-786) Upgrade to version Spring Framework 5.3.7 and Spring Security 5.5.0 due to CV
[portals-pluto-dev] 20210714 [jira] [Closed] (PLUTO-786) Upgrade to version Spring Framework 5.3.7 and Spring Security 5.5.1 due to CVE-2
Pony Mail!

Oracle Critical Patch Update Advisory - July 2021

Pony Mail!

Pony Mail!

[portals-pluto-dev] 20210714 [jira] [Reopened] (PLUTO-786) Upgrade to version Spring Framework 5.3.7 and Spring Security 5.5.1 due to CV
Oracle Critical Patch Update Advisory - October 2021

Pony Mail!

[portals-pluto-dev] 20210623 [jira] [Updated] (PLUTO-786) Upgrade to version Spring Framework 5.3.7 and Spring Security 5.5.0 due to CVE-
Pony Mail!

Pony Mail!

Pony Mail!

[portals-pluto-dev] 20210714 [jira] [Comment Edited] (PLUTO-786) Upgrade to version Spring Framework 5.3.7 and Spring Security 5.5.1 due
Oracle Critical Patch Update Advisory - April 2021

Pony Mail!

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

11718 Jenkins Core Privilege Escalation Vulnerability(Jenkins Security Advisory 2021-02-19)

980335 Java (maven) Security Update for org.springframework.security:spring-security-web (GHSA-gg28-h5vg-8prx)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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