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CVE CVE-2021-22178
State PUBLIC
Assigner cve@gitlab.com

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2021-03-24 17:15:00 UTC
Updated 2021-03-26 16:59:00 UTC
Description An issue has been discovered in GitLab affecting all versions starting from 13.2. Gitlab was vulnerable to SRRF attack throi

1|

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Gitlab Gitlab All All All
Application Gitlab Gitlab All All All

Language
All

All

References

Reference

SSRF: send arbitrary POST requests into local networks (#284819) - Issues - GitLab.org / GitLab - GitLab
2021/CVE-2021-22178.json - master - GitLab.org / cves - GitLab

HackerOne

CVE Program record

NVD vulnerability detail

/]

Source

MISC

CONFIRM

MISC

CVE.ORG

NVD

Link Te
gitlab.com
gitlab.com
hackerone.com
Www.cve.org ca

nvd.nist.gov ca

Vendor Comments And Credit

Discovery Credit

vulnerability through our HackerOne bug bounty program

There are currently no legacy QID mappings associated with this CVE.

LEGACY: Thanks [@yvvdwf](https://hackerone.com/yvvdwif?type=user) for reporting this
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