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Summary

CVE CVE-2021-22251

State PUBLIC

Assigner cve@gitlab.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-23 20:15:00 UTC

Updated 2021-08-28 01:25:00 UTC

Description Improper validation of invited users' email address in GitLab EE affecting all versions since 12.2 allowed projects to add members with email address domain that should be blocked by group settings

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitlab Gitlab All All All All

References

Reference

2021/CVE-2021-22251.json · master · GitLab.org / cves · GitLab

HackerOne

ESCALATED: Projects are allowed to add members with different domain email address despite restricting in group settings (#14004) · Issues · GitLab.org / GitLab · GitLab

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks @ashish_r_padelkar for reporting this vulnerability through our HackerOne
bug bounty program

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2021-22251/mitre
https://cve.report/CVE-2021-22251/nist
https://cve.report/CVE-2021-22251/cve_org
https://cve.report/api/cve/CVE-2021-22251.json
https://cve.report/CVE-2021-22251.pdf
http://cve.report/vendor/gitlab
http://cve.report/software/gitlab/gitlab
https://gitlab.com/gitlab-org/cves/-/blob/master/2021/CVE-2021-22251.json
https://hackerone.com/reports/679567
https://gitlab.com/gitlab-org/gitlab/-/issues/14004
https://www.cve.org/CVERecord?id=CVE-2021-22251
https://nvd.nist.gov/vuln/detail/CVE-2021-22251
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