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Improper Input Validation vulnerability in ABB 800xA, Control Software for AC 800M, Control Builder Safe, Compact Produc
| i

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Abb 800xa All All All All
Abb 800xa All All All All
Abb 800xa All All All All
Abb Base Software All All All All
Abb Base Software All All All All
Abb Base Software All All All All
Abb Base Software All All All All
Abb Compact Product Suite All All All All
Abb Compact Product Suite All All All All
Abb Compact Product Suite All All All All
Abb Compact Product Suite All All All All
Abb Control Builder Safe All All All All

References
Reference Source Link Tags
SECURITY - AC 800M MMS - Denial of Service vulnerability in MMS communication MISC search.abb.com
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Vendor Comments And Credit

Discovery Credit

LEGACY: ABB thanks the Industrial Control Security Laboratory of Qi An Xin Technology
Group Inc. in China for helping to identify the vulnerabilities and protecting our customers.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://nvd.nist.gov/vuln/detail/CVE-2021-22277
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-22277
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Vendor Comments And Credit
	Discovery Credit



