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CVE CVE-2021-22285
State PUBLIC
Assigner cybersecurity@ch.abb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-04 23:15:00 UTC
Updated 2023-06-26 18:45:00 UTC
Description Improper Handling of Exceptional Conditions, Improper Check for Unusual or Exceptional Conditions vulnerability in the AB

/ |

Risk And Classification

Problem Types: CWE-754 | CWE-755

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Abb Pni800 - All All All

Operating System Abb Pni800 Firmware All All All All

Hardware Abb Spiet800 - All All All

Operating System Abb Spiet800 Firmware All All All All
References

Reference Source Link Tags

search.abb.com/library/Download.aspx MISC search.abb.com

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit |

Discovery Credit

LEGACY: ABB thanks Lance Lamont from Verve Industrial Protection and Ron Brash from
Verve Industrial Protection/aDolus Technology Inc. helping to identify the vulnerabilities and
protecting our customers.

eqga QID Mapping



https://cve.report/
https://cve.report/CVE-2021-22285/mitre
https://cve.report/CVE-2021-22285/nist
https://cve.report/CVE-2021-22285/cve_org
https://cve.report/CVE-2021-22285.pdf
http://cve.report/vendor/abb
http://cve.report/software/abb/pni800
http://cve.report/vendor/abb
http://cve.report/software/abb/pni800_firmware
http://cve.report/vendor/abb
http://cve.report/software/abb/spiet800
http://cve.report/vendor/abb
http://cve.report/software/abb/spiet800_firmware
https://search.abb.com/library/Download.aspx?DocumentID=7PAA001353&LanguageCode=en&DocumentPartId=&Action=Launch
https://www.cve.org/CVERecord?id=CVE-2021-22285
https://nvd.nist.gov/vuln/detail/CVE-2021-22285

590874 ABB SPIET800 and PNI800 Multiple Vulnerabilities (ICSA-22-097-02)
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