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CVE CVE-2021-22502
State PUBLIC
Assigner security@microfocus.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-08 22:15:00 UTC
Updated 2023-11-07 03:30:00 UTC
Description Remote Code execution vulnerability in Micro Focus Operation Bridge Reporter (OBR) product, affecting version 10.40. The

/ |

Risk And Classification

EPSS: 0.938430000 probability, percentile 0.998640000 (date 2026-04-06)

CISA KEV: Listed on 2021-11-03; due 2021-11-17; ransomware use Unknown
Problem Types: CWE-78

CISA Known Exploited Vulnerability

Vendor Micro Focus

Product Operation Bridge Reporter (OBR)

Name Micro Focus Operation Bridge Report (OBR) Remote Code Execution Vulnerability
Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2021-22502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microfocus Operation Bridge Reporter 10.40 All All All

Application Microfocus Operation Bridge Reporter 10.40 All All All

Reference Source Link

ZDI-21-154 | Zero Day Initiative MISC www.zerodayinitiative.com
MySupport - Micro Focus Software Support MISC softwaresupport.softwaregrp.cor

Micro Focus Operations Bridge Reporter Unauthenticated Command Injection ~ Packet Storm packetstormsecurity.com



https://cve.report/
https://cve.report/CVE-2021-22502/mitre
https://cve.report/CVE-2021-22502/nist
https://cve.report/CVE-2021-22502/cve_org
https://cve.report/api/cve/CVE-2021-22502.json
https://cve.report/CVE-2021-22502.pdf
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/operation_bridge_reporter
http://cve.report/vendor/microfocus
http://cve.report/software/microfocus/operation_bridge_reporter
https://www.zerodayinitiative.com/advisories/ZDI-21-154/
https://softwaresupport.softwaregrp.com/doc/KM03775947
http://packetstormsecurity.com/files/162408/Micro-Focus-Operations-Bridge-Reporter-Unauthenticated-Command-Injection.html

ZDI-21-153 | Zero Day Initiative www.zerodayinitiative.com

CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
CISA Known Exploited Vulnerabilities catalog CISA WWW.Cisa.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

38836 Micro Focus Operations Bridge Reporter (OBR) Remote Code Execution Vulnerability

731253 Micro Focus Operations Bridge Reporter (OBR) Remote Code Execution (RCE) Vulnerability
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