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Summary

CVE CVE-2021-22571

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-18 11:15:00 UTC

Updated 2022-05-10 15:25:00 UTC

Description A local attacker could read files from some other users' SA360 reports stored in the /tmp folder during staging process before the files are loaded in BigQuery. We recommend upgrading to version 1.0.3 or above.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Sa360 Webquery To Bigquery Exporter All All All All

References

Reference Source Link

Release User credentials for authentication · google/sa360-webquery-bigquery · GitHub CONFIRM github.com

setting file permissions on datastore directory by KatTraxler · Pull Request #15 · google/sa360-webquery-bigquery · GitHub CONFIRM github.com

Insecure Temporary File in google / sa360-webquery-bigquery · Advisory · JLLeitschuh/security-research · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: KatTraxler

LEGACY: Jonathan Leitschuh

There are currently no legacy QID mappings associated with this CVE.
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