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CVE CVE-2021-2264
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-22 22:15:00 UTC
Updated 2022-09-23 13:27:00 UTC
Description Vulnerability in the Oracle VM VirtualBox product of Oracle Virtualization (component: Core). The supported version that is
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Vm Virtualbox All All All All
Reference

Oracle Critical Patch Update Advisory - April 2021

oss-security - virtualbox: CVE-2021-25319: missing sticky bit in openSUSE packaging for /etc/box allows local root exploit for members of vbo
oss-security - virtualbox: CVE-2021-2264: vboxautostart-service.sh allows injection of parameters in 'su’ invocation

Oracle VirtualBox: Multiple Vulnerabilities (GLSA 202208-36) — Gentoo security

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375481 Oracle VM VirtualBox Multiple Vulnerabilities(CPUAPR2021)

710611 Gentoo Linux Oracle VirtualBox Multiple Vulnerabilities (GLSA 202208-36)
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/50213 UpenSUSE Security Update for virtualbox (0penSUSE-SU-2021:0/23-1)
750240 OpenSUSE Security Update for virtualbox (openSUSE-SU-2021:0630-1)

750824 OpenSUSE Security Update for virtualbox (openSUSE-SU-2021:0977-1)
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