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An integer overflow exists in the APIs of the host MCU while trying to connect to a WIFI network may lead to issues such as
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Ti Cc3100 Software Development Kit All All All All
Ti Cc3100 Software Development Kit All All All All
Ti Cc3200 Software Development Kit All All All All
Ti Cc3200 Software Development Kit All All All All
Ti Simplelink Cc13x0 Software Development Kit All All All All
Ti Simplelink Cc13x2 Software Development Kit All All All All
Ti Simplelink Cc26xx Software Development Kit All All All All
Ti Simplelink Cc32xx Software Development Kit All All All All
Ti Simplelink Cc32xx Software Development Kit All All All All
Ti Simplelink Msp432e4 Software Development Kit All All All All
Ti Simplelink Msp432e4 Software Development Kit All All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590531 Texas Instruments SimpleLink Multiple Vulnerabilities (ICSA-21-119-01)
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