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CVE CVE-2021-22697
State PUBLIC
Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-26 18:16:00 UTC
Updated 2022-01-31 19:33:00 UTC
Description A CWE-434: Unrestricted Upload of File with Dangerous Type vulnerability exists in the EcoStruxure Power Build - Rapsod'
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Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Schneider-electric Ecostruxure Power Build - Rapsody All All All All
Application Se Ecostruxure Power Build - Rapsody All All All All

References

Reference Source Link Tags

Security Notification - EcoStruxure Power Build - Rapsody | Schneider Electric  MISC WWWw.Se.com Vendor Advisory
Schneider Electric EcoStruxure Power Build-Rapsody | CISA MISC us-cert.cisa.gov

ZDI-21-186 | Zero Day Initiative MISC www.zerodayinitiative.com  Third Party Advisc
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysi:
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591109 Schneider Electric EcoStruxure Power Build: Rapsody Software Multiple Vulnerabilities (SEVD-2021-012-02 V2.0)
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