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CVE CVE-2021-22705
State PUBLIC
Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-26 20:15:00 UTC
Updated 2022-01-31 19:33:00 UTC
Description Improper Restriction of Operations within the Bounds of a Memory Buffer vulnerability exists that could cause denial of serv

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Schneider-electric Ecostruxure Machine Expert All All All All
Hardware Schneider-electric Harmony Gk - All All All
Hardware Schneider-electric Harmony Gto - All All All
Hardware Schneider-electric Harmony Gtu - All All All
Hardware Schneider-electric Harmony Gtux - All All All
Hardware Schneider-electric Harmony Hmiscu - All All All
Hardware Schneider-electric Harmony Sto - All All All
Hardware Schneider-electric Harmony Stu - All All All
Application Schneider-electric Vijeo Designer All All All All
Application Se Ecostruxure Machine Expert All All All All
Reference Source Link Tags
download.schneider-electric.com/files MISC download.schneider-electric.com

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/CVE-2021-22705/mitre
https://cve.report/CVE-2021-22705/nist
https://cve.report/CVE-2021-22705/cve_org
https://cve.report/CVE-2021-22705.pdf
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/ecostruxure_machine_expert
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/harmony_gk
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/harmony_gto
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/harmony_gtu
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/harmony_gtux
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/harmony_hmiscu
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/harmony_sto
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/harmony_stu
http://cve.report/vendor/schneider-electric
http://cve.report/software/schneider-electric/vijeo_designer
http://cve.report/vendor/se
http://cve.report/software/se/ecostruxure_machine_expert
https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2021-130-02
https://www.cve.org/CVERecord?id=CVE-2021-22705
https://nvd.nist.gov/vuln/detail/CVE-2021-22705

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591405 Schneider Electric Harmony HMI Products Improper Restriction of Operations within the Bounds of a Memory Buffer
Vulnerability (SEVD-2021-130-02)
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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