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A CWE-119:Improper restriction of operations within the bounds of a memory buffer vulnerability exists in PowerLogic IONE

Risk And Classification
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Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Hardware
Operating System
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Operating System

Vendor Product Version Update Edition Language
Schneider-electric lon7650 Firmware All All All All
Schneider-electric Powerlogic 1on7300 - All All All
Schneider-electric Powerlogic 1on7300 Firmware All All All All
Schneider-electric Powerlogic lon7550 4.0 All All All
Schneider-electric Powerlogic lon7550 5.0 All All All
Schneider-electric Powerlogic lon7550 Firmware All All All All
Schneider-electric Powerlogic lon7650 4.0 All All All
Schneider-electric Powerlogic lon7650 5.0 All All All
Schneider-electric Powerlogic lon7650 Firmware All All All All
Schneider-electric Powerlogic 1on7700 - All All All
Schneider-electric Powerlogic lon7700 Firmware All All All All
Schneider-electric Powerlogic 1on8300 - All All All
Schneider-electric Powerlogic 1on8300 Firmware All All All All
Schneider-electric Powerlogic 1on8400 - All All All
Schneider-electric Powerlogic 1on8400 Firmware All All All All
Schneider-electric Powerlogic 1on8500 - All All All
Schneider-electric Powerlogic 1on8500 Firmware All All All All
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Operating System Se Powerlogic lon7650 Firmware All All All All
Hardware Se Powerlogic lon7700 - All All All
Operating System Se Powerlogic lon7700 Firmware All All All All
Hardware Se Powerlogic 1on8300 - All All All
Operating System Se Powerlogic 1on8300 Firmware All All All All
Hardware Se Powerlogic 1on8400 - All All All
Operating System Se Powerlogic 1on8400 Firmware All All All All
Hardware Se Powerlogic 1on8500 - All All All
Operating System Se Powerlogic 1on8500 Firmware All All All All
Hardware Se Powerlogic 1on8600 - All All All
Operating System Se Powerlogic 1on8600 Firmware All All All All
Hardware Se Powerlogic 1on8650 - All All All
Operating System Se Powerlogic lon8650 Firmware All All All All
Hardware Se Powerlogic 1on8800 - All All All
Operating System Se Powerlogic 1on8800 Firmware All All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591271 Schneider Electric PowerLogic ION8650/ION8800/ION7x50/ION7700/73xx /ION83xx/84xx/85xx/8600 Power Meters
Vulnerability (SEVD-2021-068-03)
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