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Summary

CVE CVE-2021-22731

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-26 20:15:00 UTC

Updated 2022-02-01 18:12:00 UTC

Description Weak Password Recovery Mechanism for Forgotten Password vulnerability exists on Modicon Managed Switch MCSESM* and MCSESP* V8.21 and prior which could cause an unauthorized password change through HTTP / HTTPS when basic user information is known by a remote attacker.

Risk And Classification

Problem Types: CWE-640

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schenider-electric Mcsesm043f23f0 - All All All

Operating System Schenider-electric Mcsesm043f23f0 Firmware All All All All

Hardware Schenider-electric Mcsesm053f1cs0 - All All All

Operating System Schenider-electric Mcsesm053f1cs0 Firmware All All All All

Hardware Schenider-electric Mcsesm053f1cu0 - All All All

Operating System Schenider-electric Mcsesm053f1cu0 Firmware All All All All

Hardware Schenider-electric Mcsesm063f2cs0 - All All All

Operating System Schenider-electric Mcsesm063f2cs0 Firmware All All All All

Hardware Schenider-electric Mcsesm063f2cu0 - All All All

Operating System Schenider-electric Mcsesm063f2cu0 Firmware All All All All

Hardware Schenider-electric Mcsesm083f23f0 - All All All

Hardware Schenider-electric Mcsesm083f23f0h - All All All

Operating System Schenider-electric Mcsesm083f23f0h Firmware All All All All

Operating System Schenider-electric Mcsesm083f23f0 Firmware All All All All

Hardware Schenider-electric Mcsesm093f1cs0 - All All All

Operating System Schenider-electric Mcsesm093f1cs0 Firmware All All All All

Hardware Schenider-electric Mcsesm093f1cu0 - All All All
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Hardware Schenider-electric Mcsesm093f1cu0 - All All All

Operating System Schenider-electric Mcsesm093f1cu0 Firmware All All All All

Hardware Schenider-electric Mcsesm103f2cs0 - All All All

Hardware Schenider-electric Mcsesm103f2cs0h - All All All

Operating System Schenider-electric Mcsesm103f2cs0h Firmware All All All All

Operating System Schenider-electric Mcsesm103f2cs0 Firmware All All All All

Hardware Schenider-electric Mcsesm103f2cu0 - All All All

Hardware Schenider-electric Mcsesm103f2cu0h - All All All

Operating System Schenider-electric Mcsesm103f2cu0h Firmware All All All All

Operating System Schenider-electric Mcsesm103f2cu0 Firmware All All All All

Hardware Schenider-electric Mcsesm123f2lg0 - All All All

Operating System Schenider-electric Mcsesm123f2lg0 Firmware All All All All

Hardware Schenider-electric Mcsesp083f23g0 - All All All

Hardware Schenider-electric Mcsesp083f23g0t - All All All

Operating System Schenider-electric Mcsesp083f23g0t Firmware All All All All

Operating System Schenider-electric Mcsesp083f23g0 Firmware All All All All

Hardware Schneider-electric Mcsesm043f23f0 - All All All

Operating System Schneider-electric Mcsesm043f23f0 Firmware All All All All

Hardware Schneider-electric Mcsesm053f1cs0 - All All All

Operating System Schneider-electric Mcsesm053f1cs0 Firmware All All All All

Hardware Schneider-electric Mcsesm053f1cu0 - All All All

Operating System Schneider-electric Mcsesm053f1cu0 Firmware All All All All

Hardware Schneider-electric Mcsesm063f2cs0 - All All All

Operating System Schneider-electric Mcsesm063f2cs0 Firmware All All All All

Hardware Schneider-electric Mcsesm063f2cu0 - All All All

Operating System Schneider-electric Mcsesm063f2cu0 Firmware All All All All

Hardware Schneider-electric Mcsesm083f23f0 - All All All

Hardware Schneider-electric Mcsesm083f23f0h - All All All

Operating System Schneider-electric Mcsesm083f23f0h Firmware All All All All

Operating System Schneider-electric Mcsesm083f23f0 Firmware All All All All

Hardware Schneider-electric Mcsesm093f1cs0 - All All All

Operating System Schneider-electric Mcsesm093f1cs0 Firmware All All All All

Hardware Schneider-electric Mcsesm093f1cu0 - All All All

Operating System Schneider-electric Mcsesm093f1cu0 Firmware All All All All

Hardware Schneider-electric Mcsesm103f2cs0 - All All All

Hardware Schneider-electric Mcsesm103f2cs0h - All All All
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Operating System Schneider-electric Mcsesm103f2cs0h Firmware All All All All

Operating System Schneider-electric Mcsesm103f2cs0 Firmware All All All All

Hardware Schneider-electric Mcsesm103f2cu0 - All All All

Hardware Schneider-electric Mcsesm103f2cu0h - All All All

Operating System Schneider-electric Mcsesm103f2cu0h Firmware All All All All

Operating System Schneider-electric Mcsesm103f2cu0 Firmware All All All All

Hardware Schneider-electric Mcsesm123f2lg0 - All All All

Operating System Schneider-electric Mcsesm123f2lg0 Firmware All All All All

Hardware Schneider-electric Mcsesp083f23g0 - All All All

Hardware Schneider-electric Mcsesp083f23g0t - All All All

Operating System Schneider-electric Mcsesp083f23g0t Firmware All All All All

Operating System Schneider-electric Mcsesp083f23g0 Firmware All All All All

References

Reference Source Link Tags

download.schneider-electric.com/files MISC download.schneider-electric.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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