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Summary

CVE CVE-2021-22767

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-11 16:15:00 UTC

Updated 2023-11-07 03:30:00 UTC

Description ** UNSUPPORTED WHEN ASSIGNED ** A CWE-20: Improper Input Validation vulnerability exists in PowerLogic EGX100 (Versions 3.0.0 and newer) and PowerLogic EGX300 (All Versions) that could cause denial of service or remote code execution via a specially crafted HTTP packet.This CVE ID is unique from CVE-2021-22768

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Powerlogic Egx100 - All All All

Operating System Schneider-electric Powerlogic Egx100 Firmware All All All All

Hardware Schneider-electric Powerlogic Egx300 - All All All

Operating System Schneider-electric Powerlogic Egx300 Firmware All All All All

Hardware Se Egx100 - All All All

Operating System Se Egx100 Firmware All All All All

Hardware Se Egx300 - All All All

Operating System Se Egx300 Firmware All All All All

Hardware Se Powerlogic Egx100 - All All All

Operating System Se Powerlogic Egx100 Firmware All All All All

Hardware Se Powerlogic Egx300 - All All All

Operating System Se Powerlogic Egx300 Firmware All All All All
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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