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Summary

CVE CVE-2021-22817

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-09 23:15:00 UTC

Updated 2022-02-16 16:57:00 UTC

Description A CWE-276: Incorrect Default Permissions vulnerability exists that could cause unauthorized access to the base installation directory leading to local privilege escalation. Affected Product: Harmony/Magelis iPC Series (All Versions), Vijeo Designer (All Versions prior to V6.2 SP11 Multiple HotFix 4), Vijeo Designer Basic (All Versions prior to V1.2.1)

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Hmibmiea5dd1001 - All All All

Operating System Schneider-electric Hmibmiea5dd1001 Firmware All All All All

Hardware Schneider-electric Hmibmiea5dd100a - All All All

Operating System Schneider-electric Hmibmiea5dd100a Firmware All All All All

Hardware Schneider-electric Hmibmiea5dd1101 - All All All

Operating System Schneider-electric Hmibmiea5dd1101 Firmware All All All All

Hardware Schneider-electric Hmibmiea5dd110l - All All All

Operating System Schneider-electric Hmibmiea5dd110l Firmware All All All All

Hardware Schneider-electric Hmibmiea5dd1e01 - All All All

Operating System Schneider-electric Hmibmiea5dd1e01 Firmware All All All All

Hardware Schneider-electric Hmibmo0a5dd1001 - All All All

Operating System Schneider-electric Hmibmo0a5dd1001 Firmware All All All All

Hardware Schneider-electric Hmibmo0a5ddf101 - All All All

Operating System Schneider-electric Hmibmo0a5ddf101 Firmware All All All All

Hardware Schneider-electric Hmibmo0a5ddf10a - All All All

Operating System Schneider-electric Hmibmo0a5ddf10a Firmware All All All All

Hardware Schneider-electric Hmibmoma5dd1101 - All All All
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Hardware Schneider-electric Hmibmoma5dd1101 - All All All

Operating System Schneider-electric Hmibmoma5dd1101 Firmware All All All All

Hardware Schneider-electric Hmibmoma5dd1e01 - All All All

Operating System Schneider-electric Hmibmoma5dd1e01 Firmware All All All All

Hardware Schneider-electric Hmibmoma5ddf10l - All All All

Operating System Schneider-electric Hmibmoma5ddf10l Firmware All All All All

Hardware Schneider-electric Hmibmp0i74d2001 - All All All

Operating System Schneider-electric Hmibmp0i74d2001 Firmware All All All All

Hardware Schneider-electric Hmibmp0i74d200a - All All All

Operating System Schneider-electric Hmibmp0i74d200a Firmware All All All All

Hardware Schneider-electric Hmibmp0i74d4001 - All All All

Operating System Schneider-electric Hmibmp0i74d4001 Firmware All All All All

Hardware Schneider-electric Hmibmp0i74d400a - All All All

Operating System Schneider-electric Hmibmp0i74d400a Firmware All All All All

Hardware Schneider-electric Hmibmp0i74de00a - All All All

Operating System Schneider-electric Hmibmp0i74de00a Firmware All All All All

Hardware Schneider-electric Hmibmp0i74di00a - All All All

Operating System Schneider-electric Hmibmp0i74di00a Firmware All All All All

Hardware Schneider-electric Hmibmphi74d2801 - All All All

Operating System Schneider-electric Hmibmphi74d2801 Firmware All All All All

Hardware Schneider-electric Hmibmphi74d4801 - All All All

Operating System Schneider-electric Hmibmphi74d4801 Firmware All All All All

Hardware Schneider-electric Hmibmpsi74d2801 - All All All

Operating System Schneider-electric Hmibmpsi74d2801 Firmware All All All All

Hardware Schneider-electric Hmibmpsi74d4801 - All All All

Operating System Schneider-electric Hmibmpsi74d4801 Firmware All All All All

Hardware Schneider-electric Hmibmu0i29d2001 - All All All

Operating System Schneider-electric Hmibmu0i29d2001 Firmware All All All All

Hardware Schneider-electric Hmibmu0i29d200a - All All All

Operating System Schneider-electric Hmibmu0i29d200a Firmware All All All All

Hardware Schneider-electric Hmibmu0i29d4001 - All All All

Operating System Schneider-electric Hmibmu0i29d4001 Firmware All All All All

Hardware Schneider-electric Hmibmu0i29d400a - All All All

Operating System Schneider-electric Hmibmu0i29d400a Firmware All All All All

Hardware Schneider-electric Hmibmu0i29de00a - All All All

Operating System Schneider-electric Hmibmu0i29de00a Firmware All All All All
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Hardware Schneider-electric Hmibmu0i29di00a - All All All

Operating System Schneider-electric Hmibmu0i29di00a Firmware All All All All

Hardware Schneider-electric Hmibmuci29d2w01 - All All All

Operating System Schneider-electric Hmibmuci29d2w01 Firmware All All All All

Hardware Schneider-electric Hmibmuci29d4w01 - All All All

Operating System Schneider-electric Hmibmuci29d4w01 Firmware All All All All

Hardware Schneider-electric Hmibmuhi29d2801 - All All All

Operating System Schneider-electric Hmibmuhi29d2801 Firmware All All All All

Hardware Schneider-electric Hmibmuhi29d4801 - All All All

Operating System Schneider-electric Hmibmuhi29d4801 Firmware All All All All

Hardware Schneider-electric Hmibmusi29d2801 - All All All

Operating System Schneider-electric Hmibmusi29d2801 Firmware All All All All

Hardware Schneider-electric Hmibmusi29d4801 - All All All

Operating System Schneider-electric Hmibmusi29d4801 Firmware All All All All

Hardware Schneider-electric Hmibscea53d1l01 - All All All

Operating System Schneider-electric Hmibscea53d1l01 Firmware All All All All

Hardware Schneider-electric Hmibscea53d1l0a - All All All

Operating System Schneider-electric Hmibscea53d1l0a Firmware All All All All

Hardware Schneider-electric Hmibscea53d1l0t - All All All

Operating System Schneider-electric Hmibscea53d1l0t Firmware All All All All

Application Schneider-electric Vijeo Designer All All All All

Application Schneider-electric Vijeo Designer All All All All

Application Schneider-electric Vijeo Designer 6.2 - All All

Application Schneider-electric Vijeo Designer 6.2 sp1 All All

Application Schneider-electric Vijeo Designer 6.2 sp10 All All

Application Schneider-electric Vijeo Designer 6.2 sp11 All All

Application Schneider-electric Vijeo Designer 6.2 sp2 All All

Application Schneider-electric Vijeo Designer 6.2 sp3.1 All All

Application Schneider-electric Vijeo Designer 6.2 sp5.1 All All

Application Schneider-electric Vijeo Designer 6.2 sp6 All All

Application Schneider-electric Vijeo Designer 6.2 sp7 All All

Application Schneider-electric Vijeo Designer 6.2 sp8 All All

Application Schneider-electric Vijeo Designer 6.2 sp9 All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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