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Summary

CVE CVE-2021-22821

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-28 20:15:00 UTC

Updated 2022-02-03 19:11:00 UTC

Description A CWE-918 Server-Side Request Forgery (SSRF) vulnerability exists that could cause the station web server to forward requests to unintended network targets when crafted malicious parameters are submitted to the charging station web server. Affected Products: EVlink City EVC1S22P4 / EVC1S7P4 (All versions prior to R8 V3.4.0.2 ), EVlink Parking EVW2 / EVF2 / EVP2PE (All versions prior to R8 V3.4.0.2), and EVlink Smart Wallbox EVB1A (All versions prior to R8 V3.4.0.2)

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Schneider-electric Evb1a - All All All

Operating System Schneider-electric Evb1a Firmware All All All All

Hardware Schneider-electric Evc1s22p4 - All All All

Operating System Schneider-electric Evc1s22p4 Firmware All All All All

Hardware Schneider-electric Evc1s7p4 - All All All

Operating System Schneider-electric Evc1s7p4 Firmware All All All All

Hardware Schneider-electric Evf2 - All All All

Operating System Schneider-electric Evf2 Firmware All All All All

Hardware Schneider-electric Evlink City Evc1s22p4 - All All All

Operating System Schneider-electric Evlink City Evc1s22p4 Firmware All All All All

Hardware Schneider-electric Evlink City Evc1s7p4 - All All All

Operating System Schneider-electric Evlink City Evc1s7p4 Firmware All All All All

Hardware Schneider-electric Evlink Parking Evf2 - All All All

Operating System Schneider-electric Evlink Parking Evf2 Firmware All All All All

Hardware Schneider-electric Evlink Parking Evp2pe - All All All

Operating System Schneider-electric Evlink Parking Evp2pe Firmware All All All All

Hardware Schneider-electric Evlink Parking Evw2 - All All All
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Hardware Schneider-electric Evlink Parking Evw2 - All All All

Operating System Schneider-electric Evlink Parking Evw2 Firmware All All All All

Hardware Schneider-electric Evlink Smart Wallbox Evb1a - All All All

Operating System Schneider-electric Evlink Smart Wallbox Evb1a Firmware All All All All

Hardware Schneider-electric Evp2pe - All All All

Operating System Schneider-electric Evp2pe Firmware All All All All

Hardware Schneider-electric Evw2 - All All All

Operating System Schneider-electric Evw2 Firmware All All All All

References

Reference Source Link Tags

download.schneider-electric.com/files MISC download.schneider-electric.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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