
CVE-2021-22873
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2021-22873

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-26 18:16:00 UTC

Updated 2021-02-02 15:09:00 UTC

Description Revive Adserver before 5.1.0 is vulnerable to open redirects via the `dest`, `oadest`, and/or `ct0` parameters of the lg.php and ck.php delivery scripts. Such open redirects had previously been available by design to allow third party ad servers to track such metrics when delivering ads. However, third party click tracking via redirects is not a viable option anymore, leading to such open redirect functionality being removed and reclassified as a vulnerability.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Revive-adserver Revive Adserver All All All All

Application Revive-adserver Revive Adserver All All All All

References

Reference Source Link

HackerOne MISC hackerone.com

open redirect (oadest url) ck.php revive 4.2.1 · Issue #1068 · revive-adserver/revive-adserver · GitHub MISC github.com

Full Disclosure: [REVIVE-SA-2021-001] Revive Adserver Vulnerabilities FULLDISC seclists.org

Revive Adserver 5.0.5 Cross Site Scripting / Open Redirect ≈ Packet Storm MISC packetstormsecurity.com

Revive Adserver Security Advisory SA-2021-001 MISC www.revive-adserver.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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