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The Host Authorization middleware in Action Pack before 6.1.2.1, 6.0.3.5 suffers from an open redirect vulnerability. Specie
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Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 33 All All All
Application Rubyonrails Rails All All All All
Application Rubyonrails Rails All All All All

References |
Reference Sourt
oss-security - [CVE-2021-22903] Possible Open Redirect Vulnerability in Action Pack MLIS
oss-security - [CVE-2021-44528] Possible Open Redirect in Host Authorization Middleware MLIS
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[CVE-2021-22881] Possible Open Redirect in Host Authorization Middleware - Security Announcements - Ruby on Rails Discussions  MISC

HackerOne MISC
oss-security - [CVE-2021-22942] Possible Open Redirect in Host Authorization Middleware MLIS
[SECURITY] Fedora 33 Update: rubygem-actionpack-6.0.3.4-2.fc33 - package-announce - Fedora Mailing-Lists FEDC
[CVE-2021-22881] Faille de sécurité dans le middleware HostAuthorization — Benjamin Bouchet MISC
[SECURITY] Fedora 33 Update: rubygem-actionpack-6.0.3.4-2.fc33 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180343 Debian Security Update for rails (CVE-2021-22881)
281541 Fedora Security Update for rubygem (FEDORA-2021-b571fca1b8)

690374 Free Berkeley Software Distribution (FreeBSD) Security Update for rails (8e670085-706e-11eb-abb2-08002728f74c)
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