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Summary

CVE CVE-2021-22882

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-23 19:15:00 UTC

Updated 2022-08-30 22:38:00 UTC

Description UniFi Protect before v1.17.1 allows an attacker to use spoofed cameras to perform a denial-of-service attack that may cause the UniFi Protect controller to crash.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ui Unifi Cloud Key Plus - All All All

Hardware Ui Unifi Cloud Key Plus - All All All

Hardware Ui Unifi Cloud Key Plus - All All All

Hardware Ui Unifi Dream Machine Pro - All All All

Hardware Ui Unifi Dream Machine Pro - All All All

Hardware Ui Unifi Dream Machine Pro - All All All

Hardware Ui Unifi Network Video Recorder - All All All

Hardware Ui Unifi Network Video Recorder - All All All

Hardware Ui Unifi Network Video Recorder - All All All

Application Ui Unifi Protect Controller All All All All

Application Ui Unifi Protect Controller All All All All

References

Reference Source Link Tags
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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