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CVE CVE-2021-22885
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-27 12:15:00 UTC
Updated 2022-04-06 16:58:00 UTC
Description A possible information disclosure / unintended method execution vulnerability in Action Pack >= 2.0.0 when using the “redir

/ |

1|

Risk And Classification

Problem Types: CWE-209

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Application Rubyonrails Actionpack Page-caching - All All All
Application Rubyonrails Rails All All All All
References |
Reference Source Link Tags
Debian -- Security Information -- DSA-4929-1 rails DEBIAN www.debian.org
HackerOne MISC hackerone.com

June 2021 Ruby Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178588 Debian Security Update for rails (DLA 2655-1)

178665 Debian Security Update for rails (DSA 4929-1)


https://cve.report/
https://cve.report/CVE-2021-22885/mitre
https://cve.report/CVE-2021-22885/nist
https://cve.report/CVE-2021-22885/cve_org
https://cve.report/CVE-2021-22885.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/actionpack_page-caching
http://cve.report/vendor/rubyonrails
http://cve.report/software/rubyonrails/rails
https://www.debian.org/security/2021/dsa-4929
https://hackerone.com/reports/1106652
https://security.netapp.com/advisory/ntap-20210805-0009/
https://www.cve.org/CVERecord?id=CVE-2021-22885
https://nvd.nist.gov/vuln/detail/CVE-2021-22885
http://cve.report/qid/178588
http://cve.report/qid/178665

180567 Debian Security Update for rails (CVE-2021-22885)

239895 Red Hat Update for Satellite 6.10 (RHSA-2021:4702)

690146 Free Berkeley Software Distribution (FreeBSD) Security Update for rails (f7a00ad7-ae75-11eb-8113-08002728f74c)
750190 OpenSUSE Security Update for rubygem-actionpack-5_1 (openSUSE-SU-2021:0797-1)

750777 OpenSUSE Security Update for rubygem-actionpack-5_1 (openSUSE-SU-2021:1759-1)
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