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Summary

CVE CVE-2021-23017

State PUBLIC

Assigner f5sirt@f5.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-01 13:15:00 UTC

Updated 2023-11-07 03:30:00 UTC

Description A security issue in nginx resolver was identified, which might allow an attacker who is able to forge UDP packets from the DNS server to cause 1-byte memory overwrite, resulting in worker process crash or potential other impact.

Risk And Classification

Problem Types: CWE-193

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F5 Nginx All All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Application Netapp Ontap Select Deploy Administration Utility - All All All

Application Nginx Nginx All All All All

Application Openresty Openresty All All All All

Application Oracle Blockchain Platform All All All All

Application Oracle Communications Control Plane Monitor 3.4 All All All

Application Oracle Communications Control Plane Monitor 4.2 All All All

Application Oracle Communications Control Plane Monitor 4.3 All All All

Application Oracle Communications Control Plane Monitor 4.4 All All All

Application Oracle Communications Fraud Monitor All All All All

Application Oracle Communications Operations Monitor 3.4 All All All

Application Oracle Communications Operations Monitor 4.2 All All All

Application Oracle Communications Operations Monitor 4.3 All All All

Application Oracle Communications Operations Monitor 4.4 All All All

Application Oracle Communications Session Border Controller 8.4 All All All
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Application Oracle Communications Session Border Controller 8.4 All All All

Application Oracle Communications Session Border Controller 9.0 All All All

Application Oracle Enterprise Communications Broker 3.3.0 All All All

Application Oracle Enterprise Session Border Controller 8.4 All All All

Application Oracle Enterprise Session Border Controller 9.0 All All All

Application Oracle Enterprise Telephony Fraud Monitor 3.4 All All All

Application Oracle Enterprise Telephony Fraud Monitor 4.2 All All All

Application Oracle Enterprise Telephony Fraud Monitor 4.3 All All All

Application Oracle Enterprise Telephony Fraud Monitor 4.4 All All All

Application Oracle Goldengate All All All All

References

Reference

support.f5.com/csp/article/K12331123,

Pony Mail!

Pony Mail!

[apisix-notifications] 20210607 [GitHub] [apisix-website] Serendipity96 opened a new pull request #362: feat: add new blog

Pony Mail!

Oracle Critical Patch Update Advisory - April 2022

Pony Mail!

[SECURITY] Fedora 34 Update: nginx-1.20.1-2.fc34 - package-announce - Fedora Mailing-Lists

support.f5.com/csp/article/K12331123%2C

[SECURITY] Fedora 33 Update: nginx-1.20.1-2.fc33 - package-announce - Fedora Mailing-Lists

Pony Mail!

Oracle Critical Patch Update Advisory - October 2021

[apisix-notifications] 20210608 [GitHub] [apisix-website] netlify[bot] edited a comment on pull request #362: docs: added "Apache APISIX not affected by NGINX CVE-2021-23017"

CVE-2021-23017 NGINX Vulnerability in NetApp Products | NetApp Product Security

[apisix-notifications] 20210608 [apisix-website] branch master updated: docs: added "Apache APISIX not affected by NGINX CVE-2021-23017" (#362)

Oracle Critical Patch Update Advisory - January 2022

[nginx-announce] nginx security advisory (CVE-2021-23017)

[SECURITY] Fedora 34 Update: nginx-1.20.1-2.fc34 - package-announce - Fedora Mailing-Lists

Nginx 1.20.0 Denial Of Service ≈ Packet Storm

[apisix-notifications] 20210608 [GitHub] [apisix-website] liuxiran merged pull request #362: docs: added "Apache APISIX not affected by NGINX CVE-2021-23017"

[apisix-notifications] 20210608 [GitHub] [apisix-website] liuxiran commented on a change in pull request #362: docs: added "Apache APISIX not affected by NGINX CVE-2021-23017"

[SECURITY] Fedora 33 Update: nginx-1.20.1-2.fc33 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail

http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_session_border_controller
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_communications_broker
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_session_border_controller
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_session_border_controller
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_telephony_fraud_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_telephony_fraud_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_telephony_fraud_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_telephony_fraud_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/goldengate
https://support.f5.com/csp/article/K12331123,
https://lists.apache.org/thread.html/r4d4966221ca399ce948ef34884652265729d7d9ef8179c78d7f17e7f@%253Cnotifications.apisix.apache.org%253E
https://lists.apache.org/thread.html/r6fc5c57b38e93e36213e9a18c8a4e5dbd5ced1c7e57f08a1735975ba@%253Cnotifications.apisix.apache.org%253E
https://lists.apache.org/thread.html/r6fc5c57b38e93e36213e9a18c8a4e5dbd5ced1c7e57f08a1735975ba%2540%253Cnotifications.apisix.apache.org%253E
https://lists.apache.org/thread.html/rf232eecd47fdc44520192810560303073cefd684b321f85e311bad31@%253Cnotifications.apisix.apache.org%253E
https://www.oracle.com/security-alerts/cpuapr2022.html
https://lists.apache.org/thread.html/r37e6b2165f7c910d8e15fd54f4697857619ad2625f56583802004009@%253Cnotifications.apisix.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/7SFVYHC7OXTEO4SMBWXDVK6E5IMEYMEE/
https://support.f5.com/csp/article/K12331123%252C
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/GNKOP2JR5L7KCIZTJRZDCUPJTUONMC5I/
https://lists.apache.org/thread.html/rf318aeeb4d7a3a312734780b47de83cefb7e6995da0b2cae5c28675c@%253Cnotifications.apisix.apache.org%253E
https://www.oracle.com/security-alerts/cpuoct2021.html
https://lists.apache.org/thread.html/rf318aeeb4d7a3a312734780b47de83cefb7e6995da0b2cae5c28675c%2540%253Cnotifications.apisix.apache.org%253E
https://security.netapp.com/advisory/ntap-20210708-0006/
https://lists.apache.org/thread.html/rf232eecd47fdc44520192810560303073cefd684b321f85e311bad31%2540%253Cnotifications.apisix.apache.org%253E
https://www.oracle.com/security-alerts/cpujan2022.html
http://mailman.nginx.org/pipermail/nginx-announce/2021/000300.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/7SFVYHC7OXTEO4SMBWXDVK6E5IMEYMEE/
http://packetstormsecurity.com/files/167720/Nginx-1.20.0-Denial-Of-Service.html
https://lists.apache.org/thread.html/r4d4966221ca399ce948ef34884652265729d7d9ef8179c78d7f17e7f%2540%253Cnotifications.apisix.apache.org%253E
https://lists.apache.org/thread.html/r37e6b2165f7c910d8e15fd54f4697857619ad2625f56583802004009%2540%253Cnotifications.apisix.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/GNKOP2JR5L7KCIZTJRZDCUPJTUONMC5I/
https://www.cve.org/CVERecord?id=CVE-2021-23017


NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159245 Oracle Enterprise Linux Security Update for nginx:1.18 (ELSA-2021-2259)

159255 Oracle Enterprise Linux Security Update for nginx:1.16 (ELSA-2021-2290)

159606 Oracle Enterprise Linux Security Update for nginx:1.20 (ELSA-2022-0323)

178609 Debian Security Update for nginx (DLA 2670-1)

178620 Debian Security Update for nginx (DSA 4921-1)

178635 Debian Security Update for nginx (DSA 4921-1)

179575 Debian Security Update for nginx (CVE-2021-23017)

198386 Ubuntu Security Notification for nginx vulnerability (USN-4967-1)

239362 Red Hat Update for rh-nginx118-nginx (RHSA-2021:2258)

239412 Red Hat Update for nginx:1.16 (RHSA-2021:2290)

239415 Red Hat Update for rh-nginx116-nginx (RHSA-2021:2278)

239419 Red Hat Update for nginx:1.18 (RHSA-2021:2259)

239420 Red Hat Update for rh-nginx118-nginx (RHSA-2021:2258)

239445 Red Hat Update for rh-nginx116-nginx (RHSA-2021:2278)

239446 Red Hat Update for rh-nginx118-nginx (RHSA-2021:2258)

240048 Red Hat Update for nginx:1.20 (RHSA-2022:0323)

281627 Fedora Security Update for nginx (FEDORA-2021-393d698493)

281628 Fedora Security Update for nginx (FEDORA-2021-b37cffac0d)

352378 Amazon Linux Security Advisory for nginx: ALAS-2021-1507

352820 Amazon Linux Security Advisory for nginx: AL2012-2021-344

356196 Amazon Linux Security Advisory for nginx : ALASNGINX1-2023-003

377103 Alibaba Cloud Linux Security Update for nginx:1.20 (ALINUX3-SA-2022:0016)

377116 Alibaba Cloud Linux Security Update for nginx:1.18 (ALINUX3-SA-2021:0036)

500429 Alpine Linux Security Update for nginx

501443 Alpine Linux Security Update for nginx
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501757 Alpine Linux Security Update for nginx

504188 Alpine Linux Security Update for nginx

670550 EulerOS Security Update for nginx (EulerOS-SA-2021-2308)

670582 EulerOS Security Update for nginx (EulerOS-SA-2021-2340)

670654 EulerOS Security Update for nginx (EulerOS-SA-2021-2412)

671013 EulerOS Security Update for nginx (EulerOS-SA-2021-2599)

690131 Free Berkeley Software Distribution (FreeBSD) Security Update for nginx (0882f019-bd60-11eb-9bdd-8c164567ca3c)

710076 Gentoo Linux nginx Remote code execution (GLSA 202105-38)

730096 Nginx Arbitrary Code Execution Vulnerability

750054 SUSE Enterprise Linux Security Update for nginx (SUSE-SU-2021:1792-1)

750083 SUSE Enterprise Linux Security Update for nginx (SUSE-SU-2021:1815-1)

750084 SUSE Enterprise Linux Security Update for nginx (SUSE-SU-2021:1814-1)

750095 SUSE Enterprise Linux Security Update for nginx (SUSE-SU-2021:1839-1)

750175 OpenSUSE Security Update for nginx (openSUSE-SU-2021:0835-1)

750793 OpenSUSE Security Update for nginx (openSUSE-SU-2021:1815-1)

900026 CBL-Mariner Linux Security Update for nginx 1.16.1

902844 Common Base Linux Mariner (CBL-Mariner) Security Update for nginx (4337)

940197 AlmaLinux Security Update for nginx:1.18 (ALSA-2021:2259)

940229 AlmaLinux Security Update for nginx:1.16 (ALSA-2021:2290)

940441 AlmaLinux Security Update for nginx:1.20 (ALSA-2022:0323)

960037 Rocky Linux Security Update for nginx:1.18 (RLSA-2021:2259)

960097 Rocky Linux Security Update for nginx:1.16 (RLSA-2021:2290)

960781 Rocky Linux Security Update for nginx:1.20 (RLSA-2022:0323)
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