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CVE CVE-2021-23159
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-25 20:15:00 UTC
Updated 2023-02-12 22:15:00 UTC
Description A vulnerability was found in SoX, where a heap-buffer-overflow occurs in function Isx_read_w_buf() in formats_i.c file. The
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sox Project Sox 14.4.2-7 All All All

Reference Source Link Tags

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

[SECURITY] [DLA 3315-1] sox security update MLIST lists.debian.org

0ss-security - sox: patches for old vulnerabilities MLIST www.openwall.com
CVE-2021-23159 - sox - Arch Linux MISC security.archlinux.org

SoX - Sound eXchange / Bugs / #352 heap-overflow in formats_i.c MISC sourceforge.net

1975671 — (CVE-2021-23159) CVE-2021-23159 sox: heap based overflow in formats_i.c MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, an
(| B

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181553 Debian Security Update for sox (DLA 3315-1)


https://cve.report/
https://cve.report/CVE-2021-23159/mitre
https://cve.report/CVE-2021-23159/nist
https://cve.report/CVE-2021-23159/cve_org
https://cve.report/api/cve/CVE-2021-23159.json
https://cve.report/CVE-2021-23159.pdf
http://cve.report/vendor/sox_project
http://cve.report/software/sox_project/sox
https://access.redhat.com/security/cve/CVE-2021-23159
https://lists.debian.org/debian-lts-announce/2023/02/msg00009.html
http://www.openwall.com/lists/oss-security/2023/02/03/3
https://security.archlinux.org/CVE-2021-23159
https://sourceforge.net/p/sox/bugs/352/
https://bugzilla.redhat.com/show_bug.cgi?id=1975671
https://www.cve.org/CVERecord?id=CVE-2021-23159
https://nvd.nist.gov/vuln/detail/CVE-2021-23159
http://cve.report/qid/181553

181674 Debian Security Update for sox (DSA 5356-1)

184068 Debian Security Update for sox (CVE-2021-23159)

199206 Ubuntu Security Notification for SoX Vulnerabilities (USN-5904-1)

503268 Alpine Linux Security Update for sox

506247 Alpine Linux Security Update for sox
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