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Summary

CVE CVE-2021-23253

State PUBLIC

Assigner security@opera.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-11 16:15:00 UTC

Updated 2021-01-20 02:42:00 UTC

Description Opera Mini for Android below 53.1 displays URL left-aligned in the address field. This allows a malicious attacker to craft a URL with a long domain name, e.g. www.safe.opera.com.attacker.com. With the URL being left-aligned, the user will only see the front part (e.g. www.safe.opera.com…) The exact amount depends on the phone screen size but the attacker can craft a number of different domains and target different phones. Starting with version 53.1 Opera Mini displays long URLs with the top-level domain label aligned to the right of the address field which mitigates the issue.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opera Opera Mini All All All All

Application Opera Opera Mini All All All All

References

Reference Source Link Tags

Address bar spoofing in Opera Mini – Opera Security Advisories - Opera Security Corner CONFIRM security.opera.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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