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CVE CVE-2021-23262

State PUBLIC

Assigner security@craftersoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-02 16:15:00 UTC

Updated 2021-12-03 18:13:00 UTC

Description Authenticated administrators may modify the main YAML configuration file and load a Java class resulting in RCE.

Risk And Classification

Problem Types: CWE-913

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Craftercms Crafter Cms All All All All

Reference Source Link Tags

Security Advisories — Crafter CMS 3.1.14 documentation MISC docs.craftercms.org

CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
LEGACY: Kai Zhao (ToTU Security Team)

There are currently no legacy QID mappings associated with this CVE.
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