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CVE CVE-2021-23286
State PUBLIC
Assigner Cybersecurity COE@eaton.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-18 17:15:00 UTC
Updated 2023-11-07 03:30:00 UTC
Description Eaton Intelligent Power Manager Infrastructure (IPM Infrastructure) version 1.5.0plus205 and all prior versions are vulnerab

/ |

1|

Risk And Classification

Problem Types: CWE-1236

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eaton Intelligent Power Manager All All All All

Reference Source Link Tags
www.eaton.com/content/dam/eaton/products/backup-power-ups-surge-it-power-di... MISC www.eaton.com
www.eaton.com/content/dam/eaton/company/news-insights/cybersecurity/securit... MISC www.eaton.com
www.eaton.com/content/dam/eaton/company/news-insights/cybersecurity/securit... www.eaton.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Eaton thanks the ICS-Cert organization and individuals for their coordinated
support on the security vulnerability: CVE-2021-23286 — Micheal Heinzl via ICS-Cert

There are currently no legacy QID mappings associated with this CVE.


https://cve.report/
https://cve.report/CVE-2021-23286/mitre
https://cve.report/CVE-2021-23286/nist
https://cve.report/CVE-2021-23286/cve_org
https://cve.report/CVE-2021-23286.pdf
http://cve.report/vendor/eaton
http://cve.report/software/eaton/intelligent_power_manager
https://www.eaton.com/content/dam/eaton/products/backup-power-ups-surge-it-power-distribution/power-management-software-connectivity/eaton-intelligent-power-manager/software/ipm-understand-edition-emea/eaton-ipminfra-eolmemo-en-us.pdf.
https://www.eaton.com/content/dam/eaton/company/news-insights/cybersecurity/security-bulletins/Eaton-Intelligent-Power-Manager-(IPM)-Infrastructure-Vulnerability-Advisory_1001c_V1.0.pdf
https://www.eaton.com/content/dam/eaton/company/news-insights/cybersecurity/security-bulletins/Eaton-Intelligent-Power-Manager-%2528IPM%2529-Infrastructure-Vulnerability-Advisory_1001c_V1.0.pdf
https://www.cve.org/CVERecord?id=CVE-2021-23286
https://nvd.nist.gov/vuln/detail/CVE-2021-23286
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