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Summary

CVE CVE-2021-23330

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-01 15:15:00 UTC

Updated 2022-06-28 14:11:00 UTC

Description All versions of package launchpad are vulnerable to Command Injection via stop.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bitovi Launchpad 0.1.0 All All All

Application Bitovi Launchpad 0.2.0 All All All

Application Bitovi Launchpad 0.2.1 All All All

Application Bitovi Launchpad 0.3.0 All All All

Application Bitovi Launchpad 0.4.0 All All All

Application Bitovi Launchpad 0.4.1 All All All

Application Bitovi Launchpad 0.4.2 All All All

Application Bitovi Launchpad 0.4.3 All All All

Application Bitovi Launchpad 0.4.4 All All All

Application Bitovi Launchpad 0.4.5 All All All

Application Bitovi Launchpad 0.4.6 All All All

Application Bitovi Launchpad 0.4.7 All All All

Application Bitovi Launchpad 0.4.8 All All All

Application Bitovi Launchpad 0.4.9 All All All

Application Bitovi Launchpad 0.5.0 All All All

Application Bitovi Launchpad 0.5.1 All All All

Application Bitovi Launchpad 0.5.2 All All All
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Application Bitovi Launchpad 0.5.3 All All All

Application Bitovi Launchpad 0.5.4 All All All

Application Bitovi Launchpad 0.6.0 All All All

Application Bitovi Launchpad 0.7.0 All All All

Application Bitovi Launchpad 0.7.1 All All All

Application Bitovi Launchpad 0.7.2 All All All

Application Bitovi Launchpad 0.7.3 All All All

Application Bitovi Launchpad 0.7.4 All All All

Application Bitovi Launchpad 0.7.5 All All All

Application Bitovi Launchpad 0.1.0 All All All

Application Bitovi Launchpad 0.2.0 All All All

Application Bitovi Launchpad 0.2.1 All All All

Application Bitovi Launchpad 0.3.0 All All All

Application Bitovi Launchpad 0.4.0 All All All

Application Bitovi Launchpad 0.4.1 All All All

Application Bitovi Launchpad 0.4.2 All All All

Application Bitovi Launchpad 0.4.3 All All All

Application Bitovi Launchpad 0.4.4 All All All

Application Bitovi Launchpad 0.4.5 All All All

Application Bitovi Launchpad 0.4.6 All All All

Application Bitovi Launchpad 0.4.7 All All All

Application Bitovi Launchpad 0.4.8 All All All

Application Bitovi Launchpad 0.4.9 All All All

Application Bitovi Launchpad 0.5.0 All All All

Application Bitovi Launchpad 0.5.1 All All All

Application Bitovi Launchpad 0.5.2 All All All

Application Bitovi Launchpad 0.5.3 All All All

Application Bitovi Launchpad 0.5.4 All All All

Application Bitovi Launchpad 0.6.0 All All All

Application Bitovi Launchpad 0.7.0 All All All

Application Bitovi Launchpad 0.7.1 All All All

Application Bitovi Launchpad 0.7.2 All All All

Application Bitovi Launchpad 0.7.3 All All All

Application Bitovi Launchpad 0.7.4 All All All

Application Bitovi Launchpad 0.7.5 All All All
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References

Reference Source Link

Command Injection in launchpad | Snyk CONFIRM snyk.io

Security Fix for Remote Code Execution - huntr.dev by huntr-helper · Pull Request #124 · bitovi/launchpad · GitHub CONFIRM github.com

N/A CONFIRM github.com

Security Notice & Bug Bounty - Remote Code Execution - huntr.dev · Issue #123 · bitovi/launchpad · GitHub MITRE github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Unknown

Legacy QID Mappings
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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982783 Nodejs (npm) Security Update for launchpad (GHSA-7h8x-wmq2-7mff)
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