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Summary

CVE CVE-2021-23336

State PUBLIC
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Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-15 13:15:00 UTC
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Description The package python/cpython from 0 and before 3.6.13, from 3.7.0 and before 3.7.10, from 3.8.0 and before 3.8.8, from 3.9.0 and before 3.9.2 are vulnerable to Web Cache Poisoning via urllib.parse.parse_qsl and urllib.parse.parse_qs by using a vector called parameter cloaking. When the attacker can separate query parameters using a semicolon (;), they can cause a difference in the interpretation of the request between the proxy (running with default configuration) and the server. This can result in malicious requests being cached as completely safe ones, as the proxy would usually not see the semicolon as a separator, and therefore would not include it in a cache key of an unkeyed parameter.

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Djangoproject Django All All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Application Netapp Cloud Backup - All All All

Application Netapp Inventory Collect Tool - All All All

Application Netapp Ontap Select Deploy Administration Utility - All All All

Application Netapp Snapcenter - All All All

Application Oracle Communications Offline Mediation Controller 12.0.0.3.0 All All All

Application Oracle Communications Pricing Design Center 12.0.0.3.0 All All All

Application Oracle Enterprise Manager Ops Center 12.4.0.0 All All All

Operating System Oracle Zfs Storage Appliance 8.8 All All All

Application Python Python All All All All
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Application Python Python All All All All

Application Python Python All All All All
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159200 Oracle Enterprise Linux Security Update for python3 (ELSA-2021-1633)

159463 Oracle Enterprise Linux Security Update for python27:2.7 (ELSA-2021-4151)

159467 Oracle Enterprise Linux Security Update for python38:3.8 and python38-devel:3.8 (ELSA-2021-4162)

174803 SUSE Enterprise Linux Security update for python (SUSE-SU-2021:0768-1)

174820 SUSE Enterprise Linux Security update for python3 (SUSE-SU-2021:0886-1)

174825 SUSE Enterprise Linux Security update for python36 (SUSE-SU-2021:0887-1)

174842 SUSE Enterprise Linux Security update for python3 (SUSE-SU-2021:0947-1)

174861 SUSE Enterprise Linux Security Update for python3 (SUSE-SU-2021:0947-1)

178536 Debian Security Update for python3.5 (DLA 2619-1)

178546 Debian Security Update for python2.7 (DLA 2628-1)

180273 Debian Security Update for python3.9pypy3python-django (CVE-2021-23336)

181172 Debian Security Update for python-django (DLA 3164-1)

239323 Red Hat Update for python3 (RHSA-2021:1633)

239580 Red Hat Update for rh-python38 (RHSA-2021:3254)

239582 Red Hat Update for python27 (RHSA-2021:3252)

239826 Red Hat Update for python27:2.7 (RHSA-2021:4151)

239845 Red Hat Update for python38:3.8 and python38-devel:3.8 (RHSA-2021:4162)

281120 Fedora Security Update for python2.7 (FEDORA-2021-12df7f7382)

281121 Fedora Security Update for python2.7 (FEDORA-2021-98720f3785)

281358 Fedora Security Update for python3 (FEDORA-2021-b6b6093b3a)

281531 Fedora Security Update for mingw (FEDORA-2021-309bc2e727)

281532 Fedora Security Update for mingw (FEDORA-2021-b76ede8f4d)

281533 Fedora Security Update for mingw (FEDORA-2021-e525e48886)

281542 Fedora Security Update for python (FEDORA-2021-ef83e8525a)

281543 Fedora Security Update for python (FEDORA-2021-1bb399a5af)

281544 Fedora Security Update for python (FEDORA-2021-e22bb0e548)

281547 Fedora Security Update for python3.10 (FEDORA-2021-2897f5366c)

281548 Fedora Security Update for python3.10 (FEDORA-2021-5a09621ebb)
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281549 Fedora Security Update for python3.10 (FEDORA-2021-b326fcb83f)

281604 Fedora Security Update for python3.9 (FEDORA-2021-b1843407ca)

281609 Fedora Security Update for python3.6 (FEDORA-2021-7fa9dc84d4)

352278 Amazon Linux Security Update for python35: ALAS-2021-1498
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352371 Amazon Linux Security Advisory for python3: ALAS2-2021-1640

353942 Amazon Linux Security Advisory for python : ALAS2-2022-1802
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670389 EulerOS Security Update for python3 (EulerOS-SA-2021-1936)

670668 EulerOS Security Update for python (EulerOS-SA-2021-2427)

710014 Gentoo Linux Python Multiple Vulnerabilities (GLSA 202104-04)

750307 OpenSUSE Security Update for python (openSUSE-SU-2021:0435-1)

900046 CBL-Mariner Linux Security Update for python3 3.7.9

900925 Common Base Linux Mariner (CBL-Mariner) Security Update for python2 (6827-1)

903306 Common Base Linux Mariner (CBL-Mariner) Security Update for python2 (3910)

903651 Common Base Linux Mariner (CBL-Mariner) Security Update for python3 (3911)

940187 AlmaLinux Security Update for python3 (ALSA-2021:1633)

940522 AlmaLinux Security Update for python27:2.7 (ALSA-2021:4151)
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http://cve.report/qid/375537
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http://cve.report/qid/500595
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http://cve.report/qid/504345
http://cve.report/qid/6000148
http://cve.report/qid/670241
http://cve.report/qid/670313
http://cve.report/qid/670338
http://cve.report/qid/670368
http://cve.report/qid/670389
http://cve.report/qid/670668
http://cve.report/qid/710014
http://cve.report/qid/750307
http://cve.report/qid/900046
http://cve.report/qid/900925
http://cve.report/qid/903306
http://cve.report/qid/903651
http://cve.report/qid/940187
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940522 AlmaLinux Security Update for python27:2.7 (ALSA-2021:4151)

940526 AlmaLinux Security Update for python38:3.8 and python38-devel:3.8 (ALSA-2021:4162)

960320 Rocky Linux Security Update for python27:2.7 (RLSA-2021:4151)

960342 Rocky Linux Security Update for python38:3.8 and python38-devel:3.8 (RLSA-2021:4162)
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