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CVE CVE-2021-23340
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-18 15:15:00 UTC
Updated 2021-02-25 17:21:00 UTC
Description This affects the package pimcore/pimcore before 6.8.8. A Local Flle Inclusion vulnerability exists in the downloadCsvAction
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pimcore Pimcore All All All All

Application Pimcore Pimcore All All All All

Reference Source Link Tags
github.com/pimcore/pimcore/blob/v6.7.2/bundles/AdminBundle/Controller/Re...  MISC github.com Broken Link, Third Party Advisc
Local File Inclusion in pimcore/pimcore | Snyk MISC snyk.io Exploit, Patch, Third Party Advi
Fixed LFI in custom report csv download - pimcore/pimcore@1786bdd - GitHub ~ MISC github.com Patch, Third Party Advisory
pimcore/CustomReportController.php at v6.7.2 - pimcore/pimcore - GitHub MITRE github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical, analysis
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Vendor Comments And Credit

Discovery Credit
LEGACY: Daniele Scanu

There are currentlv no leaacv QID mappinas associated with this CVE.


https://cve.report/
https://cve.report/CVE-2021-23340/mitre
https://cve.report/CVE-2021-23340/nist
https://cve.report/CVE-2021-23340/cve_org
https://cve.report/api/cve/CVE-2021-23340.json
https://cve.report/CVE-2021-23340.pdf
http://cve.report/vendor/pimcore
http://cve.report/software/pimcore/pimcore
http://cve.report/vendor/pimcore
http://cve.report/software/pimcore/pimcore
https://github.com/pimcore/pimcore/blob/v6.7.2/bundles/AdminBundle/Controller/Reports/CustomReportController.php%2523L454
https://snyk.io/vuln/SNYK-PHP-PIMCOREPIMCORE-1070132
https://github.com/pimcore/pimcore/commit/1786bdd4962ee51544fad537352c2b4223309442
https://github.com/pimcore/pimcore/blob/v6.7.2/bundles/AdminBundle/Controller/Reports/CustomReportController.php#L454
https://www.cve.org/CVERecord?id=CVE-2021-23340
https://nvd.nist.gov/vuln/detail/CVE-2021-23340
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