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CVE CVE-2021-23342
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback
Published 2021-02-19 17:15:00 UTC
Updated 2021-02-25 22:22:00 UTC

Description This affects the package docsify before 4.12.0. It is possible to bypass the remediation done by CVE-2020-7680 and execu
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/ |

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Docsifyjs Docsify All All All All

Application Docsifyjs Docsify All All All All

Reference Source Link Tac
fix: isExternal check with malformed URL + tests (#1510) - docsifyjs/docsify@ff2a66f - GitHub ~ MISC github.com Pat
Cross-site Scripting (XSS) in docsify | Snyk MISC snyk.io Exg
Cross-site Scripting (XSS) in org.webjars.npm:docsify | Snyk MISC snyk.io Exg
docsify 4.11.6 Cross Site Scripting ~ Packet Storm MISC packetstormsecurity.com Exg
Full Disclosure: [KIS-2021-02] docsify <= 4.11.6 DOM-based Cross-Site Scripting Vulnerability FULLDISC seclists.org Mai
CVE Program record CVE.ORG www.cve.org can
NVD vulnerability detail NVD nvd.nist.gov can
A

Vendor Comments And Credit

Discovery Credit
LEGACY: GiuliCler (Giulia Clerici)

LEGACY: Eaidio Romano


https://cve.report/
https://cve.report/CVE-2021-23342/mitre
https://cve.report/CVE-2021-23342/nist
https://cve.report/CVE-2021-23342/cve_org
https://cve.report/api/cve/CVE-2021-23342.json
https://cve.report/CVE-2021-23342.pdf
http://cve.report/vendor/docsifyjs
http://cve.report/software/docsifyjs/docsify
http://cve.report/vendor/docsifyjs
http://cve.report/software/docsifyjs/docsify
https://github.com/docsifyjs/docsify/commit/ff2a66f12752471277fe81a64ad6c4b2c08111fe
https://snyk.io/vuln/SNYK-JS-DOCSIFY-1066017
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-1076593
http://packetstormsecurity.com/files/161495/docsify-4.11.6-Cross-Site-Scripting.html
http://seclists.org/fulldisclosure/2021/Feb/71
https://www.cve.org/CVERecord?id=CVE-2021-23342
https://nvd.nist.gov/vuln/detail/CVE-2021-23342

Legacy QID Mappings

982917 Nodejs (npm) Security Update for docsify (GHSA-2mm9-c2fx-c7m4)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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