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CVE CVE-2021-23359
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-18 13:15:00 UTC
Updated 2022-07-12 17:42:00 UTC
Description This affects all versions of package port-killer. If (attacker-controlled) user input is given, it is possible for an attacker to exe:
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Port-killer Project Port-killer All All All All

Application Port-killer Project Port-killer All All All All

Reference Source Link Tags
github.com/tylerjpeterson/port-killer/blob/1ca3a99ad80cc9ed5498d12b18518... MISC github.com

Arbitrary Command Injection in port-killer | Snyk MISC snyk.io

Page not found - GitHub - GitHub MITRE github.com

CVE Program record CVE.ORG  www.cve.org  canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
LEGACY: OmniTaint

Legacy QID Mappings

982780 Nodejs (npm) Security Update for port-killer (GHSA-2548-q746-x5x6)


https://cve.report/
https://cve.report/CVE-2021-23359/mitre
https://cve.report/CVE-2021-23359/nist
https://cve.report/CVE-2021-23359/cve_org
https://cve.report/api/cve/CVE-2021-23359.json
https://cve.report/CVE-2021-23359.pdf
http://cve.report/vendor/port-killer_project
http://cve.report/software/port-killer_project/port-killer
http://cve.report/vendor/port-killer_project
http://cve.report/software/port-killer_project/port-killer
https://github.com/tylerjpeterson/port-killer/blob/1ca3a99ad80cc9ed5498d12b185189c10329025b/index.js%2523L19
https://snyk.io/vuln/SNYK-JS-PORTKILLER-1078533
https://github.com/tylerjpeterson/port-killer/blob/1ca3a99ad80cc9ed5498d12b185189c10329025b/index.js#L19
https://www.cve.org/CVERecord?id=CVE-2021-23359
https://nvd.nist.gov/vuln/detail/CVE-2021-23359
http://cve.report/qid/982780
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