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CVE CVE-2021-23370

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback
Published 2021-04-12 14:15:00 UTC

Updated 2021-04-20 00:26:00 UTC

Description This affects the package swiper before 6.5.1.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Swiperjs Swiper All All All All

Reference Source Link Tags

Prototype Pollution in org.webjars.npm:swiper | Snyk MISC snyk.io

Prototype Pollution in org.webjars.bowergithub.nolimits4web:swiper | Snyk MISC snyk.io

Prototype Pollution in swiper | Snyk MISC snyk.io

Prototype Pollution in org.webjars.bower:swiper | Snyk MISC snyk.io

Prototype Pollution in org.webjars:swiper | Snyk MISC snyk.io

fix(core): fixed __proto___ pollution - nolimits4web/swiper@9dad273 - GitHub MISC github.com

CVE Program record CVE.ORG  www.cve.org  canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
LEGACY: zpbrent(zhou

LEGACY: peng@shu)



https://cve.report/
https://cve.report/CVE-2021-23370/mitre
https://cve.report/CVE-2021-23370/nist
https://cve.report/CVE-2021-23370/cve_org
https://cve.report/api/cve/CVE-2021-23370.json
https://cve.report/CVE-2021-23370.pdf
http://cve.report/vendor/swiperjs
http://cve.report/software/swiperjs/swiper
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-1244696
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSBOWERGITHUBNOLIMITS4WEB-1244697
https://snyk.io/vuln/SNYK-JS-SWIPER-1088062
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSBOWER-1244699
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARS-1244698
https://github.com/nolimits4web/swiper/commit/9dad2739b7474f383474773d5ab898a0c29ac178
https://www.cve.org/CVERecord?id=CVE-2021-23370
https://nvd.nist.gov/vuln/detail/CVE-2021-23370

Legacy QID Mappings

982630 Nodejs (npm) Security Update for swiper (GHSA-p3hc-fv2j-rp68)
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