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CVE CVE-2021-23392
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-08 08:15:00 UTC
Updated 2021-06-15 14:52:00 UTC
Description The package locutus before 2.0.15 are vulnerable to Regular Expression Denial of Service (ReDoS) via the gopher_parsed

4| |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Locutus Locutus All All All All

Reference Source Link

Prevent ReDos issue with regex inside gopher_parsedir by kukawski - Pull Request #446 - locutusjs/locutus - GitHub ~ MISC github.cc

Prevent ReDos issue with regex inside gopher_parsedir (#446) - locutusjs/locutus@eb86332 - GitHub MISC github.cc

Regular Expression Denial of Service (ReDoS) in locutus | Snyk MISC snyk.io

CVE Program record CVE.ORG www.cve

NVD vulnerability detail NVD nvd.nist.¢
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Vendor Comments And Credit

Discovery Credit

LEGACY: Yeting Li

Legacy QID Mappings

982224 Nodejs (npm) Security Update for locutus (GHSA-3994-p535-¢852)



https://cve.report/
https://cve.report/CVE-2021-23392/mitre
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https://cve.report/CVE-2021-23392.pdf
http://cve.report/vendor/locutus
http://cve.report/software/locutus/locutus
https://github.com/locutusjs/locutus/pull/446
https://github.com/locutusjs/locutus/commit/eb863321990e7e5514aa14f68b8d9978ece9e65e
https://snyk.io/vuln/SNYK-JS-LOCUTUS-1090597
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https://nvd.nist.gov/vuln/detail/CVE-2021-23392
http://cve.report/qid/982224
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