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CVE CVE-2021-23394
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-13 11:15:00 UTC
Updated 2022-11-09 03:32:00 UTC
Description The package studio-42/elfinder before 2.1.58 are vulnerable to Remote Code Execution (RCE) via execution of PHP code i
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Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Std42 Elfinder All All All All

Reference Source Link
[VD:abstract] add “'phar:*' => "text/x-php" into 'staticMineMap' - Studio-42/elFinder@75ea92d - GitHub CONFIRM github.c
Invalid vulnerability CONFIRM  snyk.io

GitHub - Studio-42/elFinder: ???? Open-source file manager for web, written in JavaScript using jQuery and jQuery Ul CONFIRM  github.c

Remote Code Execution in elFinder 2.1.57 - Issue #3295 - Studio-42/elFinder - GitHub CONFIRM github.c
elFinder - A Case Study of Web File Manager Vulnerabilities MISC blog.sot
CVE Program record CVE.ORG www.cv
NVD vulnerability detail NVD nvd.nist
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Vendor Comments And Credit

Discovery Credit

LEGACY: Ashok Chand

There are currentlv no leaacv QID mappinas associated with this CVE.
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