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CVE CVE-2021-23439
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-05 14:15:00 UTC
Updated 2024-03-26 11:44:00 UTC
Description This affects the package file-upload-with-preview before 4.2.0. A file containing malicious JavaScript code in the name can

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application File-upload-with-preview Project File-upload-with-preview All All All All

Application Johndatserakis File-upload-with-preview All All All All

Reference Source
N/A CONFIRM
Cross-site Scripting (XSS) in file-upload-with-preview | Snyk CONFIRM
N/A CONFIRM
file-upload-with-preview/file-upload-with-preview.js at develop - johndatserakis/file-upload-with-preview - GitHub MITRE

Add additional event and clean up export by johndatserakis - Pull Request #40 - johndatserakis/file-upload-with-preview - GitHub ~ MITRE
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1]

Vendor Comments And Credit

Discovery Credit
LEGACY: Michele Di Stefano



https://cve.report/
https://cve.report/CVE-2021-23439/mitre
https://cve.report/CVE-2021-23439/nist
https://cve.report/CVE-2021-23439/cve_org
https://cve.report/api/cve/CVE-2021-23439.json
https://cve.report/CVE-2021-23439.pdf
http://cve.report/vendor/file-upload-with-preview_project
http://cve.report/software/file-upload-with-preview_project/file-upload-with-preview
http://cve.report/vendor/johndatserakis
http://cve.report/software/johndatserakis/file-upload-with-preview
https://github.com/johndatserakis/file-upload-with-preview/blob/develop/src/file-upload-with-preview.js%2523L168
https://snyk.io/vuln/SNYK-JS-FILEUPLOADWITHPREVIEW-1579492
https://github.com/johndatserakis/file-upload-with-preview/pull/40/files?file-filters%255B%255D=.js&hide-deleted-files=true%2523diff-fe47b243de17419c0daa22cd785cd754baed60cf3679d3da1d6fe006f9f4a7f0R174
https://github.com/johndatserakis/file-upload-with-preview/blob/develop/src/file-upload-with-preview.js#L168
https://github.com/johndatserakis/file-upload-with-preview/pull/40/files?file-filters%255B%255D=.js&hide-deleted-files=true#diff-fe47b243de17419c0daa22cd785cd754baed60cf3679d3da1d6fe006f9f4a7f0R174
https://www.cve.org/CVERecord?id=CVE-2021-23439
https://nvd.nist.gov/vuln/detail/CVE-2021-23439

Legacy QID Mappings

981156 Nodejs (npm) Security Update for file-upload-with-preview (GHSA-97pv-4338-r5vp)
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