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Summary

CVE CVE-2021-23460

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-21 20:15:00 UTC

Updated 2022-01-26 21:25:00 UTC

Description The package min-dash before 3.8.1 are vulnerable to Prototype Pollution via the set method due to missing enforcement of key types.

Risk And Classification

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Camunda Min-dash All All All All

References

Reference Source Link Tags

fix(object#set): enforce key types by marstamm · Pull Request #21 · bpmn-io/min-dash · GitHub CONFIRM github.com

fix(object#set): enforce key types by marstamm · Pull Request #21 · bpmn-io/min-dash · GitHub CONFIRM github.com

Prototype Pollution in min-dash | CVE-2021-23460 | Snyk CONFIRM snyk.io

Prototype Pollution in org.webjars.npm:min-dash | CVE-2021-23460 | Snyk CONFIRM snyk.io

N/A CONFIRM github.com

min-dash/object.js at c4d579c0eb2ed0739592111c3906b198921d3f52 · bpmn-io/min-dash · GitHub MITRE github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: P.Adithya Srinivas

LEGACY: Masudul Hasan Masud Bhuiyan

https://cve.report/
https://cve.report/CVE-2021-23460/mitre
https://cve.report/CVE-2021-23460/nist
https://cve.report/CVE-2021-23460/cve_org
https://cve.report/api/cve/CVE-2021-23460.json
https://cve.report/CVE-2021-23460.pdf
http://cve.report/vendor/camunda
http://cve.report/software/camunda/min-dash
https://github.com/bpmn-io/min-dash/pull/21
https://github.com/bpmn-io/min-dash/pull/21/commits/5ab05cbc4fd8d5eafb7db540c491ed0906b9d320
https://snyk.io/vuln/SNYK-JS-MINDASH-2340605
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-2342127
https://github.com/bpmn-io/min-dash/blob/c4d579c0eb2ed0739592111c3906b198921d3f52/lib/object.js%2523L32
https://github.com/bpmn-io/min-dash/blob/c4d579c0eb2ed0739592111c3906b198921d3f52/lib/object.js#L32
https://www.cve.org/CVERecord?id=CVE-2021-23460
https://nvd.nist.gov/vuln/detail/CVE-2021-23460


LEGACY: Masudul Hasan Masud Bhuiyan

LEGACY: Cristian-Alexandru Staicu

There are currently no legacy QID mappings associated with this CVE.
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