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Risk And Classification

Description The package com.h2database:h2 from 1.4.198 and before 2.0.202 are vulnerable to XML External Entity (XXE) Injection vi:

1|

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application H2database H2 All All All All

References

Reference Source
Report a H2-Database-Engine SQLXML XXE vulnerability - Issue #3195 - h2database/h2database - GitHub CONFIRM
N/A CONFIRM
Oracle Critical Patch Update Advisory - April 2022 MISC
CVE-2021-23463 H2 Database Vulnerability in NetApp Products | NetApp Product Security CONFIRM
XML External Entity (XXE) Injection in com.h2database:h2 | Snyk CONFIRM

Fix for #3195 CQLXML XXE vulnerability by andreitokar - Pull Request #3199 - h2database/h2database - GitHub ~ CONFIRM

fix for #3195 CQLXML XXE vulnerability - h2database/h2database@d83285f - GitHub MITRE
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Vendor Comments And Credit

Link
github.com
github.com
www.oracle.c
security.neta
snyk.io
github.com
github.com
www.cve.org

nvd.nist.gov

il

Discovery Credit
LEGACY: threedr8am of SecCoder Security Lab


https://cve.report/
https://cve.report/CVE-2021-23463/mitre
https://cve.report/CVE-2021-23463/nist
https://cve.report/CVE-2021-23463/cve_org
https://cve.report/CVE-2021-23463.pdf
http://cve.report/vendor/h2database
http://cve.report/software/h2database/h2
https://github.com/h2database/h2database/issues/3195
https://github.com/h2database/h2database/commit/d83285fd2e48fb075780ee95badee6f5a15ea7f8%2523diff-008c2e4462609982199cd83e7cf6f1d6b41296b516783f6752c44b9f15dc7bc3
https://www.oracle.com/security-alerts/cpuapr2022.html
https://security.netapp.com/advisory/ntap-20230818-0010/
https://snyk.io/vuln/SNYK-JAVA-COMH2DATABASE-1769238
https://github.com/h2database/h2database/pull/3199
https://github.com/h2database/h2database/commit/d83285fd2e48fb075780ee95badee6f5a15ea7f8#diff-008c2e4462609982199cd83e7cf6f1d6b41296b516783f6752c44b9f15dc7bc3
https://www.cve.org/CVERecord?id=CVE-2021-23463
https://nvd.nist.gov/vuln/detail/CVE-2021-23463

There are currently no legacy QID mappings associated with this CVE.
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