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CVE CVE-2021-23520
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2022-01-31 11:15:00 UTC
Updated 2022-02-04 20:33:00 UTC
Description The package juce-framework/juce before 6.1.5 are vulnerable to Arbitrary File Write via Archive Extraction (Zip Slip) via the

1|

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Juce Juce All All All

Language

All

References

Reference Source
ZipFile: Add path checks to uncompressEntry() - juce-framework/JUCE@2e874€e8 - GitHub CONFIRM

Arbitrary File Write via Archive Extraction (Zip Slip) in juce-framework/JUCE | CVE-2021-23520 | Snyk  CONFIRM

Zip Slip Vulnerability | Snyk CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

L]

Link Tags
github.com

snyk.io

snyk.io

Www.cve.org canonic

nvd.nist.gov  canonic
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Vendor Comments And Credit

Discovery Credit
LEGACY: Snyk Security Research Team

Legacy QID Mappings

181989 Debian Security Update for juce (CVE-2021-23520)
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