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samuncwrmnunsucuiuaceracor Gertain versions of Jsonpointer from Jsonpointer Project contain the
' following vulnerability:

This affects the package jsonpointer before 5.0.0. A type confusion
vulnerability can lead to a bypass of a previous Prototype Pollution fix
when the pointer components are arrays.

CVE-2021-23807 has been assigned by g report@snyk.io to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Invalid vulnerability E feb MISC snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-1910273
Merge pull request #51 from [ github.com | ) MISC github.com/janl/node-


https://cve.report/
https://cve.report/CVE-2021-23807/mitre
https://cve.report/CVE-2021-23807/nist
https://cve.report/CVE-2021-23807/cve_org
https://cve.report/CVE-2021-23807.pdf
http://cve.report/software/jsonpointer_project/jsonpointer
http://cve.report/vendor/jsonpointer_project
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-1910273
https://github.com/janl/node-jsonpointer/commit/a0345f3550cd9c4d89f33b126390202b89510ad4

dellalibera/fix-prototype-pollution - jsonpointer/commit/a0345f3550cd9c4d89f33b126390202b89510ad4
janl/node-jsonpointer@a0345f3 - GitHub

fix-prototype-pollution by dellalibera - ) MISC github.com/janl/node-jsonpointer/pull/51

Pull Request #51 - janl/node-jsonpointer

- GitHub

Prototype Pollution in jsonpointer | Snyk snyk.io fob MISC snyk.io/vuln/SNYK-JS-JSONPOINTER-1577288

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

905109 Common Base Linux Mariner (CBL-Mariner) Security Update for reaper (12624)

980209 Nodejs (npm) Security Update for jsonpointer (GHSA-282f-qqgm-c34q)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Jsonpointer Project Jsonpointer All All All All

Discovery Credit

Alessio Della Libera of Snyk Research Team

Social Mentions

Source Title Posted (UTC)

@CVEreport CVE-2021-23807 : This affects the package jsonpointer before 5.0.0. A type confusion vulnerability 2021-11-03
can lead to a b... twitter.com/i/web/status/1... 17:33:32

Potentially Critical CVE Detected! CVE-2021-23807 Description: This affects the package jsonpointer  2021-11-03

@Robo_Alerts before 5.0.0. A... twitter.com/i/web/status/1... 19:00:11

jsonpointer up to 5.0.0 code injection [CVE-2021-23807] A vulnerability classified as critical was 2021-11-04

@threatmeter found in jsonpoi... twitter.com/i/web/status/1... 07:51:10
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