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Summary

CVE CVE-2021-23836

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-15 07:15:00 UTC

Updated 2021-01-22 16:56:00 UTC

Description An issue was discovered in flatCore before 2.0.0 build 139. A stored XSS vulnerability was identified in the prefs_smtp_psw HTTP request body parameter for the acp interface. An admin user can inject malicious client-side script into the affected parameter without any form of input sanitization. The injected payload will be executed in the browser of a user whenever one visits the affected module page.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Flatcore Flatcore All All All All

References

Reference Source Link Tags

Vulnerability Lab - SEC Consult MISC sec-consult.com Third Party Advisory

flatCore CMS XSS / File Disclosure / SQL Injection ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

flatCore/flatCore-CMS · GitHub MISC github.com Product, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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