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CVE CVE-2021-23848
State PUBLIC
Assigner psirt@bosch.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-09 15:15:00 UTC
Updated 2021-06-17 19:32:00 UTC
Description An error in the URL handler Bosch IP cameras may lead to a reflected cross site scripting (XSS) in the web-based interface
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Bosch Cpp13 - All All All
Operating System Bosch Cpp13 Firmware - All All All
Hardware Bosch Cpp4 - All All All
Operating System Bosch Cpp4 Firmware - All All All
Hardware Bosch Cpp6 - All All All
Operating System Bosch Cpp6 Firmware - All All All
Hardware Bosch Cpp7 - All All All
Hardware Bosch Cpp7.3 - All All All
Operating System Bosch Cpp7.3 Firmware - All All All
Operating System Bosch Cpp7 Firmware - All All All
Reference Source Link Tags

Internet Archive: Scheduled Maintenance CONFIRM psirt.bosch.com

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/CVE-2021-23848/mitre
https://cve.report/CVE-2021-23848/nist
https://cve.report/CVE-2021-23848/cve_org
https://cve.report/CVE-2021-23848.pdf
http://cve.report/vendor/bosch
http://cve.report/software/bosch/cpp13
http://cve.report/vendor/bosch
http://cve.report/software/bosch/cpp13_firmware
http://cve.report/vendor/bosch
http://cve.report/software/bosch/cpp4
http://cve.report/vendor/bosch
http://cve.report/software/bosch/cpp4_firmware
http://cve.report/vendor/bosch
http://cve.report/software/bosch/cpp6
http://cve.report/vendor/bosch
http://cve.report/software/bosch/cpp6_firmware
http://cve.report/vendor/bosch
http://cve.report/software/bosch/cpp7
http://cve.report/vendor/bosch
http://cve.report/software/bosch/cpp7.3
http://cve.report/vendor/bosch
http://cve.report/software/bosch/cpp7.3_firmware
http://cve.report/vendor/bosch
http://cve.report/software/bosch/cpp7_firmware
https://psirt.bosch.com/security-advisories/bosch-sa-478243-bt.html
https://www.cve.org/CVERecord?id=CVE-2021-23848
https://nvd.nist.gov/vuln/detail/CVE-2021-23848

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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