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A vulnerability in the web-based interface allows an unauthenticated remote attacker to trigger actions on an affected systel

| 1|

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Operating System
Operating System
Operating System
Hardware
Hardware

Operating System

Vendor Product Version Update Edition Language
Bosch Aviotec - All All All
Bosch Aviotec Firmware 7.61 All All All
Bosch Aviotec Firmware 7.72 All All All
Bosch Cpp13 - All All All
Bosch Cpp13 Firmware 7.75 All All All
Bosch Cppi4 - All All All
Bosch Cpp14 Firmware 8.00 All All All
Bosch Cpp4 - All All All
Bosch Cpp4 Firmware 710 All All All
Bosch Cpp6 - All All All
Bosch Cpp6 Firmware 7.60 All All All
Bosch Cpp6 Firmware 7.61 All All All
Bosch Cpp6 Firmware 7.70 All All All
Bosch Cpp6 Firmware 7.80 All All All
Bosch Cpp7 - All All All
Bosch Cpp7.3 - All All Al
Bosch Cpp7.3 Firmware 7.60 All All All
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Operating System Bosch Cpp7.3 Firmware 7.61 All All All
Operating System Bosch Cpp7.3 Firmware 7.62 All All All
Operating System Bosch Cpp7.3 Firmware 7.70 All All All
Operating System Bosch Cpp7.3 Firmware 7.72 All All All
Operating System Bosch Cpp7.3 Firmware 7.73 All All All
Operating System Bosch Cpp7.3 Firmware 7.80 All All All
Operating System Bosch Cpp7 Firmware 7.60 All All All
Operating System Bosch Cpp7 Firmware 7.61 All All All
Operating System Bosch Cpp7 Firmware 7.70 All All All
Operating System Bosch Cpp7 Firmware 7.72 All All All
Operating System Bosch Cpp7 Firmware 7.80 All All All
Reference Source Link Tags

Cross Site Request Forgery (CSRF) vulnerability in Bosch IP cameras | Bosch PSIRT ~ CONFIRM  psirt.bosch.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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