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Summary

CVE CVE-2021-23890

State PUBLIC

Assigner psirt@mcafee.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-26 10:15:00 UTC

Updated 2023-11-07 03:30:00 UTC

Description Information leak vulnerability in the Agent Handler of McAfee ePolicy Orchestrator (ePO) prior to 5.10 Update 10 allows an unauthenticated user to download McAfee product packages (specifically McAfee Agent) available in ePO repository and install them on their own machines to have it managed and then in turn get policy details from the ePO server. This can only happen when the ePO Agent Handler is installed in a Demilitarized Zone (DMZ) to service machines not connected to the network through a VPN.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mcafee Epolicy Orchestrator All All All All

Application Mcafee Epolicy Orchestrator 5.10.0 - All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_1 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_2 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_3 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_4 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_5 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_6 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_7 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_8 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_9 All All

References

Reference

McAfee Security Bulletin - ePolicy Orchestrator update addresses three vulnerabilities (CVE-2021-23888, CVE-2021-23889, CVE-2021-23890)
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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