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Summary

CVE CVE-2021-23907

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-13 19:15:00 UTC

Updated 2022-02-24 19:27:00 UTC

Description An issue was discovered in the Headunit NTG6 in the MBUX Infotainment System on Mercedes-Benz vehicles through 2021. The count in MultiSvGet, GetAttributes, and MultiSvSet is not checked in the HiQnet Protocol, leading to remote code execution.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mercedes-benz A 220 - All All All

Hardware Mercedes-benz A 220 4matic - All All All

Hardware Mercedes-benz Eqc - All All All

Hardware Mercedes-benz E 350 - All All All

Hardware Mercedes-benz E 350 4matic - All All All

Hardware Mercedes-benz Gle 350 - All All All

Hardware Mercedes-benz Gle 350 4matic - All All All

Application Mercedes-benz Headunit Ntg6 Mercedes-benz User Experience 2021 All All All

Application Mercedes-benz Mercedes-benz User Experience 2021 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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