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Summary

CVE CVE-2021-23926

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-14 15:15:00 UTC

Updated 2023-11-07 03:31:00 UTC

Description The XML parsers used by XMLBeans up to version 2.6.0 did not set the properties needed to protect the user from malicious XML input. Vulnerabilities include possibilities for XML Entity Expansion attacks. Affects XMLBeans up to and including v2.6.0.

Risk And Classification

Problem Types: CWE-776

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Xmlbeans All All All All

Operating System Debian Debian Linux 9.0 All All All

Application Netapp Oncommand Unified Manager Core Package - All All All

Application Netapp Snapmanager - All All All

Application Netapp Snapmanager - All All All

Application Netapp Snap Creator Framework - All All All

Application Oracle Middleware Common Libraries And Tools 12.2.1.3.0 All All All

Application Oracle Middleware Common Libraries And Tools 12.2.1.4.0 All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.57 All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.58 All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.59 All All All

References

Reference Source Link Tags

[XMLBEANS-517] Use safe XML parsers - ASF JIRA MISC issues.apache.org Issue Tracking, Vendor Advisory

[axis-java-dev] 20210312 xmlbeans 2.6.0 and CVE-2021-23926 lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory
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Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory

CVE-2021-23926 Apache XMLBeans Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

[axis-java-dev] 20210312 Re: xmlbeans 2.6.0 and CVE-2021-23926 lists.apache.org

[SECURITY] [DLA 2693-1] xmlbeans security update MLIST lists.debian.org

Index of / MISC poi.apache.org Product, Vendor Advisory

Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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