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CVE CVE-2021-23937
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-25 17:15:00 UTC
Updated 2023-11-07 03:31:00 UTC
Description A DNS proxy and possible amplification attack vulnerability in WebClientInfo of Apache Wicket allows an attacker to trigger
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Wicket All All All All
Application Apache Wicket All All All All
Application Apache Wicket All All All All
Application Apache Wicket All All All All

References
Reference Source Link
[wicket-users] 20210526 Re: CVE-2021-23937: Apache Wicket: DNS proxy and possible amplification attack lists.apache.c
oss-security - CVE-2021-23937: Apache Wicket: DNS proxy and possible amplification attack MLIST Www.openwe
Pony Mail! MLIST lists.apache.c
Pony Mail! MLIST lists.apache.c
Pony Mail! MLIST lists.apache.c
Pony Mail! MLIST lists.apache.c
Pony Mail! MLIST lists.apache.c
Pony Mail! MLIST lists.apache.c
Pony Mail! MISC lists.apache.
[wicket-dev] 20210526 Re: CVE-2021-23937: Apache Wicket: DNS proxy and possible amplification attack lists.apache.c



https://cve.report/
https://cve.report/CVE-2021-23937/mitre
https://cve.report/CVE-2021-23937/nist
https://cve.report/CVE-2021-23937/cve_org
https://cve.report/api/cve/CVE-2021-23937.json
https://cve.report/CVE-2021-23937.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/wicket
http://cve.report/vendor/apache
http://cve.report/software/apache/wicket
http://cve.report/vendor/apache
http://cve.report/software/apache/wicket
http://cve.report/vendor/apache
http://cve.report/software/apache/wicket
https://lists.apache.org/thread.html/r127c0c1f3cb71e5bc619ad1e4b898b97c49758d1f20a54042966473e%2540%253Cusers.wicket.apache.org%253E
http://www.openwall.com/lists/oss-security/2021/05/25/2
https://lists.apache.org/thread.html/rce23bba1e11368f9f4cccce0e9b02b88dcdac4e4b2304e66bd098cf5@%253Cannounce.wicket.apache.org%253E
https://lists.apache.org/thread.html/rce158bb896c9ef812393a11646fdef7b9023833e54854c4302ff7b70@%253Cdev.wicket.apache.org%253E
https://lists.apache.org/thread.html/rc2ef22f90793e158cef65a7e370cdbca023c499d1403d65feeca870d@%253Cusers.wicket.apache.org%253E
https://lists.apache.org/thread.html/r127c0c1f3cb71e5bc619ad1e4b898b97c49758d1f20a54042966473e@%253Cannounce.wicket.apache.org%253E
https://lists.apache.org/thread.html/r127c0c1f3cb71e5bc619ad1e4b898b97c49758d1f20a54042966473e@%253Cusers.wicket.apache.org%253E
https://lists.apache.org/thread.html/r8ccbd91b56ebf045d151bd4282bfeea7842a0698a0b76118fca8fe78@%253Cdev.wicket.apache.org%253E
https://lists.apache.org/thread.html/rc2ef22f90793e158cef65a7e370cdbca023c499d1403d65feeca870d%2540%253Cusers.wicket.apache.org%253E
https://lists.apache.org/thread.html/r8ccbd91b56ebf045d151bd4282bfeea7842a0698a0b76118fca8fe78%2540%253Cdev.wicket.apache.org%253E

[wicket-announce] 20210526 Re: CVE-2021-23937: Apache Wicket: DNS proxy and possible amplification attack lists.apache.c
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

-l

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Wicket would like to thank Jonathan Juursema from Topicus.Healthcare
for reporting this issue.
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There are currently no legacy QID mappings associated with this CVE.
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