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Summary

CVE CVE-2021-23985

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-31 14:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description If an attacker is able to alter specific about:config values (for example malware running on the user's computer), the Devtools remote debugging feature could have been enabled in a way that was unnoticable to the user. This would have allowed a remote attacker (able to make a direct network connection to the victim) to monitor the user's browsing activity and (plaintext) network traffic. This was addressed by providing a visual cue when Devtools has an open network socket. This vulnerability affects Firefox < 87.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

References

Reference Source Link Tags

Mozilla Firefox: Multiple vulnerabilities (GLSA 202104-10) — Gentoo security GENTOO security.gentoo.org

Access Denied MISC bugzilla.mozilla.org

Security Vulnerabilities fixed in Firefox 87 — Mozilla MISC www.mozilla.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198311 Ubuntu Security Notification for Firefox Vulnerabilities (USN-4893-1)

375408 Mozilla Firefox Multiple Vulnerabilities (MFSA2021-10)

501555 Alpine Linux Security Update for firefox

503846 Alpine Linux Security Update for firefox
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CVE.report and Source URL Uptime Status status.cve.report

503846 Alpine Linux Security Update for firefox

630668 Mozilla Firefox for Android and iOS Multiple Vulnerabilities (MFSA2021-10)

710020 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 202104-10)

http://cve.report/qid/630668
http://cve.report/qid/710020
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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