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CVE CVE-2021-23999
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-24 14:15:00 UTC
Updated 2022-04-26 15:31:00 UTC
Description If a Blob URL was loaded through some unusual user interaction, it could have been loaded by the System Principal and gr

/ |

1|

Risk And Classification

Problem Types: CWE-269 | CWE-697

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Thunderbird All All All All
References |

Reference Source Link Tags

Access Denied MISC bugzilla.mozilla.org

Security Vulnerabilities fixed in Thunderbird 78.10 — Mozilla MISC www.mozilla.org

Security Vulnerabilities fixed in Firefox ESR 78.10 — Mozilla MISC www.mozilla.org

Security Vulnerabilities fixed in Firefox 88 — Mozilla MISC www.mozilla.org

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159161 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2021-1350)
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https://cve.report/CVE-2021-23999/mitre
https://cve.report/CVE-2021-23999/nist
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159163 Oracle Enterprise Linux Security Update for firefox (ELSA-2021-1363)

159166 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2021-1353)

159167 Oracle Enterprise Linux Security Update for firefox (ELSA-2021-1360)

174939 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2021:1307-1)

174946 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2021:1325-1)

174961 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2021:1433-1)

178559 Debian Security Update for firefox-esr (DSA 4895-1)

178561 Debian Security Update for thunderbird (DSA 4897-1)

178644 Debian Security Update for thunderbird (DLA 2632-1)

178645 Debian Security Update for firefox-esr (DLA 2633-1)

180346 Debian Security Update for firefox-esrthunderbird (CVE-2021-23999)

198342 Ubuntu Security Notification for Firefox vulnerabilities (USN-4926-1)

198415 Ubuntu Security Notification for Thunderbird vulnerabilities (USN-4995-1)

198424 Ubuntu Security Notification for Thunderbird vulnerabilities (USN-4995-2)

239256 Red Hat Update for firefox (RHSA-2021:1363)

239257 Red Hat Update for firefox (RHSA-2021:1362)

239258 Red Hat Update for firefox (RHSA-2021:1361)

239259 Red Hat Update for firefox (RHSA-2021:1360)

239261 Red Hat Update for thunderbird (RHSA-2021:1353)

239262 Red Hat Update for thunderbird (RHSA-2021:1352)

239263 Red Hat Update for thunderbird (RHSA-2021:1351)

239264 Red Hat Update for thunderbird (RHSA-2021:1350)

296068 Oracle Solaris 11.4 Support Repository Update (SRU) 34.94.4 Missing (CPUAPR2021)

352368 Amazon Linux Security Advisory for thunderbird: ALAS2-2021-1644

375478 Mozilla Firefox Multiple Vulnerabilities (MFSA2021-16)

375479 Mozilla Firefox ESR Multiple Vulnerabilities (MFSA2021-15)

375485 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2021-14)

500933 Alpine Linux Security Update for firefox-esr

501556 Alonine Linux Securitv Undate for firefox
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http://cve.report/qid/501556
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502381 Alpine Linux Security Update for thunderbird

503632 Alpine Linux Security Update for thunderbird

503634 Alpine Linux Security Update for thunderbird

503650 Alpine Linux Security Update for thunderbird

503669 Alpine Linux Security Update for thunderbird

503847 Alpine Linux Security Update for firefox

506260 Alpine Linux Security Update for thunderbird

710019 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 202104-09)

710020 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 202104-10)

750235 OpenSUSE Security Update for MozillaThunderbird (openSUSE-SU-2021:0644-1)

750245 OpenSUSE Security Update for MozillaFirefox (openSUSE-SU-2021:0621-1)

940160 AlmaLinux Security Update for firefox (ALSA-2021:1360)

940377 AlmaLinux Security Update for thunderbird (ALSA-2021:1353)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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